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University of Iowa 
Payment Card Merchant Agreement 
Department Name:   
This document and its attachments, shall serve as the agreement by the aforementioned 
department, to follow all rules and policies laid out by the University of Iowa for the privilege of 
accepting credit cards from customers as an accepted form of payment for goods or services. 
Section I:  Process Description 
1)
Treasury Operations has negotiated a University-wide contract for merchant credit card 
processing services with Moneris Solutions (Moneris).   
2)
The department must apply for credit card merchant privileges by completing the 
Request to Process Payment Cards
 (New Merchant Request) form (attached to this 
document) and submit the completed form to the University Controller.  If the request is 
approved, the form is routed to Treasury Operations where additional information may 
be requested from the department prior to establishing a new merchant account with 
Moneris.   
3)
Merchant will be setup to accept MasterCard, Visa, and Discover.   
4)
In the event of any changes to the information originally provided on the New Merchant 
Request form, the Merchant must fill out a 
Payment Card Merchant 
Change/Termination Request (Merchant Change/Termination)
.  The Merchant 
Change/Termination form is also attached at the end of this document. 
5)
Electronic Ticket Capture (ETC) systems are the devices with which the merchant 
“swipes” the credit card when a transaction is processed. The device reads the account 
information from the magnetic stripe on the back of the card, adds the amount, date 
and type of purchase being made, then codes and sends that information to Moneris.  
(Credit card terminals are the most common devices used for this purpose, and are 
recommended for low to moderate volumes.)   
6)
Credit card sales information is transmitted electronically from Moneris to the issuing 
bank.  If Moneris receives authorization, payment is initiated from the cardholder’s 
issuing bank.  Funds are then deposited into a University bank account within 2-3 
business days.  Deposits are matched to departmental MFKs by merchant number from 
a bank transmission file which is loaded into the eDeposits system on a daily basis.   
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7)
The Merchant 
must
 batch out sales at the end of each day. (Some systems may be 
configured to automatically close/settle the daily batch of transactions.) 
8)
The Merchant must reconcile their daily sales to the report generated when the 
terminal is batched out, to the University General Ledger, and to the monthly credit card 
merchant statement.   
9)
Moneris issues online monthly statements per merchant account for reconciliation 
purposes.  Merchants will not receive paper statements in the mail. 
10)
Merchants must contact Treasury Operations in the event that they will be making 
any changes to their method of processing
 after initial set up.  Examples include 
changing from terminal based processing to processing through PC software, through a 
web site, or terminals built into cash registers.  
All such changes must be requested in 
writing using the Merchant Change/Termination form approved by the University 
Controller and University Information Security
.   
11)
If a merchant is requesting the use of a non-preferred processing method, written 
justification for use of the non-preferred method must be provided with the New 
Merchant Request, or the Merchant Change/Termination form.  The Business 
Justification form is attached to this document and will be routed to the University IT 
Security Officer and the University Controller for their review.  Any method that is not 
PCI or PA-DSS compliant will not receive approval.  Departments must wait for approval 
before purchasing any system or service that requires business justification. 
Section II:  General Rules, Regulations and Guidelines for Merchants 
1)
All in-person/over-the-counter transactions must have the payment card present and 
must obtain a signature.  Always verify that the card is valid and signed.  Compare 
signatures and check for ID whenever possible. 
2)
If it is not a face-to-face transaction, some other method must be used for securing the 
payment (i.e. mail in form with credit card information and signature, fax in signature, 
etc.).  Request a signed authorization form and obtain the signature and billing address 
of the cardholder. 
3)
Merchant may accept card numbers via phone, fax, and U.S. mail.  NEVER ASK FOR 
CARD INFORMATION OR SOLICIT CARD INFORMATION VIA E-MAIL. 
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4)
Merchant must keep all card numbers and information secure and confidential.  
Sensitive card information (full account number, type, expiration date, card validation 
code or track data) must 
NEVER
 be stored on any computer, database or server.   
5)
Merchant agrees not to disclose or acquire any information concerning a cardholder’s 
account without the cardholder’s consent. Merchant will not sell, purchase, provide, 
disclose or exchange card account information or any other transaction information. 
6)
Merchants will keep an original copy, imaged copy or a microfilm copy of each credit 
card transaction for no greater than 18 months, unless required for business or legal 
reasons.  All card documentation containing card account numbers must be maintained 
in a secure environment limited to dependable, trustworthy and accountable staff.  
Secure environments include locked drawers, file cabinets in locked office, and safes.  
Credit card receipts should typically be treated the same as you would treat large sums 
of cash.  After 18 months, these materials must be destroyed in a manner that will 
render them unreadable.  Your department will be responsible for any losses due to 
poor internal controls. 
7)
A cash advance or withdrawal from your department to a cardholder, or to yourself, is 
not authorized.  Merchants may not accept money from a cardholder and subsequently 
prepare a credit draft for the purpose of creating a credit to the purchaser’s account.  
The terminal may only be used for transactions related to purchases of University of 
Iowa goods and services. 
8)
Merchants agree that the sales draft represents a bona fide, newly created transaction 
involving the merchandise and/or services itemized on the sales draft.  A customer 
should not be charged before merchandise is shipped.  In the case of an intangible 
product (i.e.
Registration) process the charge to the customer when registration 
confirmation is sent.  
9)
Merchants are required, in good faith, to maintain a fair policy for the exchange and 
return of merchandise and for resolving disputes over merchandise and/or services 
purchased with a payment card.  If a transaction is for non-returnable, non-refundable 
merchandise, this must be indicated on all copies of the sales draft before the 
cardholder signs it.  A copy of your return policy must be displayed in public view.  
10)
Merchants will give proper credit for returns and adjustments by performing the proper 
function on the terminal.  Under no circumstances should any card refund or 
adjustment be paid to a cardholder in cash.  If cash is refunded and the cardholder files 
a dispute
,
 your department will bear the loss of income from the transaction. 
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11)
All fees associated with processing of credit card transactions will be paid by the 
Merchant. 
12)
Refer to the attachments in Section III for additional documentation on Payment Card 
Industry Data Security Standards.   
13)
This Agreement shall not become effective until approved by the University Controller, 
and will remain in full force until terminated by either party by giving written notice to 
the other party.  
14)
A signature on the following Payment Card Merchant Agreement indicates the 
department’s acknowledgement that ALL staff will abide by the rules and regulations 
stated herewith as well as those listed within the attachments referenced below.  
Section III:  Resources 
University of Iowa Credit Card Merchant Services Policy:   
Payment Card Industry Data Security Standard:
https://www.pcisecuritystandards.org/security_standards/pci_dss.shtml
Visa Merchants Cardholder Information Security Program:
http://usa.visa.com/merchants/risk_management/cisp_overview.html
Mastercard International Rules Manual:
http://www.mastercard.com/us/merchant/support/rules.html
Section IV:  Contacts 
Jonathan Pacheco, Treasury Operations
jonathan-pacheco@uiowa.edu
E-Mail: 
Phone:  319-353-2906 
Fax: 
319-335-3678 
Terry Johnson, University 
Controller
E-Mail: 
terry-johnson@uiowa.edu
Phone:  319-335-2791 
Jane Drews, University IT Security Officer
E-Mail: 
jane-drews@uiowa.edu
Phone:  319-335-6332 
http://www.uiowa.edu/~fustreas/credit_card_policy.pdf
The University of Iowa Logo
Payment Card Merchant Agreement Request to Process Payment Cards
Payment Card Merchant Agreement Request to Process Payment Cards
MFK for Credit Card Deposits (Accts Rec):
MFK for Credit Card Fees/Chargebacks/Negative Daily Net Sales:
Merchants are able to accept:
MasterCard, Visa, and Discover Cards
Merchants are able to accept: MasterCard, Visa and Discover Cards
How will the merchant receive credit card information?
How will the merchant receive credit card information?
% of Sales
Percent of sales
100%
Total = 
Method(s) for Processing Credit Cards:
Please select the method(s) that will be used to process credit card transactions.
NOTE: System must be validated as PCI/PA-DSS compliant.  Business justification form must accompany this merchant application.
Note: System must be validated as PCI or PA-DSS compliant.  Business justification for use of the system is required with merchant application.
NOTE: Each credit card terminal requires a  dedicated phone line to transmit data.
Note: Each credit card terminal requires a dedicated phone line to transmit data.
Approvals
Budget Officer Approval Signature
Approval Date
University Controller Approval Signature
Approval Date
Please submit completed form(s) to:	Terry Johnson, University Controller
				Office of the Vice President for Finance and Operations, 105 Jessup Hall
Business Justification for Non-University Approved Credit Card Processing Method
Please attach proof of PCI or PA-DSS compliance for the method being requested.  Any methods that are not PCI or PA-DSS compliant or cannot prove compliance will NOT be approved.
University IT Security Officer Approval Signature
University Controller Approval Signature
Approval Date
Approval Date
Payment Card Merchant Change/Termination Request
Payment Card Merchant Agreement Request to Process Payment Cards
The University of Iowa Logo
Check all boxes containing a change and indicate new information
NOTE: System must be validated as PCI/PA-DSS compliant.  Business justification form must accompany this merchant change request.
Note: System must be validated as PCI or PA-DSS compliant.  Business justification for use of the system is required with merchant application.
NOTE: Each credit card terminal requires a  dedicated phone line to transmit data.
Note: Each credit card terminal requires a dedicated phone line to transmit data.
Budget Officer Approval Signature
Approval Date
Please submit completed form(s) to:	Jonathan Pacheco, Treasury Operations 				7 Jessup Hall 				jonathan-pacheco@uiowa.edu 				(319) 353-2906
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