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Preface

This document describes step by step procedures on how to use your developer guide including:

e  Getting started

e Transaction security

e Transaction format

e Integration references

e Additional processing options
e Authorization response codes

e Code samples
This document is intended for all users of the Converge product and contains the information necessary

for you to be able to use all the features of the product effectively.

Typographical Conventions

Throughout this guide, you will see words and phrases that appear in different fonts and formats.
The following list describes the typographical conventions used in this guide.

e Bold text

Indicates a menu option, a window title, buttons, and so on that you can use to identify a
part of the user interface.

Examples:
Print or Save As dialog box

¢ Menu selection sequences

Indicates a series of menu options that you need to select in a particular sequence and
listed in one step. Each menu option is separated by a pipe (| ).

1. Choose File | Save As | File Name and enter the name of the document.
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Courier text

Indicate examples of software code. Usually this type of text is encapsulated in a code
box as illustrated below.

Begin Header

<head>
<title>Batch Import</title>

</head>

End Header

Bold courier text

Indicates a command that you would type into a command prompt window as illustrated
below.

cd c:\users\

Italicized text
Indicates that the word or phrase is:

A reference to another document as illustrated below.
Refer to the Elavon User Guide.

Emphasized for clarification as illustrated below.
You do not need to select Apply.

The word is replacement text, such as a variable for a piece of code that you need to
enter the appropriate value for your implementation as illustrated below.

<xml>
<country code>Country Code</country code>
</xml>
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Related Documentation

The following documents are available related to the Converge product.

Converge Getting Started guide

Converge Peripheral Device Installation and Setup Guide
Converge System Administration Guide

Converge Transaction Processing Guide

Converge Chip and PIN (EMV) Transaction Processing Addendum
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Chapter 1. Introduction

The Converge application is a secure, server-based system that supports transaction processing
(authorization and settlement) in real-time. The Converge API uses a pseudo-XML or key value pair
implementation.

You can submit transactions to the Converge application using one of the following methods:
e Virtual Terminal (Converge Web interface or VirtualMerchant Mobile application)
e Converge API through the use of an integrated application
This guide provides the information necessary to complete a successful Converge integration including:
e Transaction security
e Transaction format
e Transaction reference
e Additional processing options

e Authorization response codes

e Code samples

Converge Features

The Virtual Terminal enables you to use a standard Web browser to process transactions as a
cost-effective payment solution. Using this application, you can:

e Manage your payment account

e Submit transactions

e Monitor and review unsettled transactions
e Search for and view settled transactions

e Configure account settings

For help with the Merchant Interface features and settings, refer to the Converge System
Administration Guide.

© Elavon, Incorporated 2016 1



Converge Developer Guide: Introduction CON-0002-N

APl Overview

The Converge API enables you to write a point-of-sale application (website, software application,
shopping cart, and so on) that interfaces with the Converge payment gateway to process the
following:

Full range of payment types including:
Credit card

Debit card

Food stamp

Cash benefit

Electronic check

Gift card

Loyalty card

Cash tender

Recurring and installment transactions

Batch file transactions (a group of individual transaction requests combined into a file and
sent in a single request)

Card Manager transactions (tokens)
Batch management transactions (including query and settlement)

Admin transactions (account setups)

The integration to the Converge gateway supports transactions for both card present and non-
present environments, including:

E-Commerce (online)
Mail order (back office mail and phone)
In store (retail and service)

Mobile

Typically, customers use a variety of methods to integrate to the Converge gateway. For example,
you could:

© Elavon, Incorporated 2016

Submit as little as four pieces of data from your application. By using the settings that
have been configured in the Converge administration section, you can gather the rest of
the necessary information directly from the customer.

Use Converge as a backend feature to your integrated application, completely
transparent to your customers. You can write the process that gathers all of the pertinent
customer information and the receipt page that displays the outcome of the transaction
processing to the user.
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Most merchants fall somewhere in the middle of these scenarios. This combination of methods
involves gathering some data from the customer before referring them to the Converge
application. This application gathers more information from them and displays the receipt after
the transaction has been approved.

This guide focuses on the processes and settings available to you to integrate to the Converge
payment gateway.

Implementation Guidelines

To summarize the contents covered in this integration guide, keep in mind a few facts about
Converge:

© Elavon, Incorporated 2016

Converge is an application that resides on a Web server and will act as such. As long as
you are following RFC 2818 with your requests, as well as sending the designated XML or
key value pairs, Converge will respond as defined.

The programming language used for processing using Converge is inconsequential,
provided your chosen language supports post over HTTPS.

Choose the integration type that makes sense for your programming capabilities and
business needs, for instance a website that wants to have Converge collect the
information should be using process.do with form set to true in order to call the
Converge payment page.

Select a payment form. You will need to decide if you want to use Host payment data
form or built in payment form to collect card data.

Validate all forms and test the output of your scripts. If you are experiencing issues, try
sending your transaction to the following link which will help us identify the root cause of
the issue: techsupp@elavon.com

Converge does not expect a fully validated XML document but an XML formatted request
assigned to URLEncoded variable called xmldata. Only the Converge specific elements for
the transaction itself are supported, as defined in this developer's guide.

XML has a special set of characters that cannot be used in normal XML strings, to avoid
problems, special characters must be URLEncoded.

For example, the following XML string is invalid:

<ssl_company>A & B Company</ssl_company>

Whereas the following example is valid XML:

<ssl_company>A &amp; B Company</ssl_company> (Replace '&" with '&amp;')
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e Know your language and the client emulation module you are using. Should you need
integration support, call 1-800-377-3962, option 2 then option 2 (in Canada you are
asked to choose either English or French for you language). Please have the error that
you received as well as the ability to send us your source code, should it be requested by
the representative. You can also get support by emailing
internetproductsupport@merchantconnect.com.

Integration Checklist

1. Demo account received from Software Technical Support (techsupp@elavon.com)

2. Work with an Elavon sales representative to begin the process of establishing an Elavon
merchant account

3. Decide whether or not you wish to use the Converge hosted payment form, or host the
page that collects the card data on your application

4. Develop the integration using HTTPS POST requests to the Converge demo site:

e https://demo.myvirtualmerchant.com/VirtualMerchantDemo/process.do for key value
pairs single transaction request

e https://demo.myvirtualmerchant.com/VirtualMerchantDemo/processBatch.do for key
value pairs batch import request

e https://demo.myvirtualmerchant.com/VirtualMerchantDemo/processxml.do for xml
single transaction request

e https://demo.myvirtualmerchant.com/VirtualMerchantDemo/accountxml.do for xml
Admin transaction request

5. Receive production Converge processing credentials

6. Demo account does not automatically map to production. Configure production account
payment fields, business rules, and other fields to match demo account setup.

7. Replace ss1 merchant id, ssl user id, and ssl pin, with production information,
and change POST target to:

e https://www.myvirtualmerchant.com/VirtualMerchant/process.do for key value pairs
single transaction request

e https://www.myvirtualmerchant.com/VirtualMerchant/processBatch.do for key value pairs
batch import request

e  https://www.myvirtualmerchant.com/VirtualMerchant/processxml.do for xml

e https://www.myvirtualmerchant.com/VirtualMerchant/accountxml.do for xml Admin
transaction request

© Elavon, Incorporated 2016 4


mailto:internetproductsupport@merchantconnect.com
mailto:techsupp@elavon.com

Converge Developer Guide: Introduction CON-0002-N

8. Test production integration using live card (normal processing fees apply)

9. Work with sales rep to make sure all underwriting requirements are met to get hold
removed from funding.

10. Go live

© Elavon, Incorporated 2016 5
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Chapter 2: Getting Started

This chapter provides some basic information that you may need before you are able to use Converge.
Topics include:

e Getting a unique test account
e URLS

e Communicating with Converge
e Authentication

e Payment forms

e Receipt forms

Note: Integrators must make certain that their applications meet all PA-DSS guidelines prior to use in a
live merchant environment. For the most up-to-date information pertaining to guidelines, refer to
the Transaction Security chapter.

Getting a Unique Test Account

Prior to beginning Converge integration, integrators must request a unique test account with the
Enable HTTPS Transaction option enabled, to be able to perform transactions from an
integrated solution. In addition, the Enable HTTPS Batch Import option must be enabled in
order to process batch files.

Contact Elavon Internet product support group at techsupp@elavon.com or 1-800-377-3962,
option 2, option 2 (in Canada you are asked to choose either English or French for you language)
to submit your request for a test account.

The following information must be provided to the support group:

e Company name
e Primary contact name
e Primary contact phone

e Primary email address

© Elavon, Incorporated 2016 6
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Notes:

The Virtual Terminal can be accessed by logging to
https://demo.myvirtualmerchant.com/VirtualMerchantDemo/login.do while testing, once
integration testing has been completed and you are ready to begin processing
production transactions.

You must login to the production environment to retrieve your production credentials at
https://www.myvirtualmerchant.com/VirtualMerchant/login.do.

Username and Passwords are case sensitive (the system differentiates between upper-
and lower-case characters).

URLS

All reference of URLs [Insert URL Here] in the samples must be replaced with the following:

Demo URLS

https://demo.myvirtualmerchant.com/VirtualMerchantDemo/process.do for key value
pairs formatted single request.

https://demo.myvirtualmerchant.com/VirtualMerchantDemo/processBatch.do for key
value pairs formatted batch request.

https://demo.myvirtualmerchant.com/VirtualMerchantDemo/processxml.do for XML
formatted single transactions.

https://demo.myvirtualmerchant.com/VirtualMerchantDemo/accountxml.do for single
Admin request.

Production URLS

Once integration testing has been completed and you are ready to begin processing production
transactions, you must ensure that your integrated solution is pointed to the production
environment and pass your unique production credentials posting to the following URLS:
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https://www.myvirtualmerchant.com/VirtualMerchant/process.do for key value pairs
formatted single request.

https://www.myvirtualmerchant.com/VirtualMerchant/processBatch.do for key value pairs
formatted batch request.

https://www.myvirtualmerchant.com/VirtualMerchant/processxml.do for XML formatted
single transactions.

https://www.myvirtualmerchant.com/VirtualMerchant/accountxml.do for XML formatted
single Admin requests.


https://demo.myvirtualmerchant.com/VirtualMerchantDemo/login.do
https://www.myvirtualmerchant.com/VirtualMerchant/login.do
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Communicating with Converge

Converge accepts information sent using Hypertext Transfer Protocol Secure (HTTPS) over POST
method. The data you send, along with Converge settings, will determine:

e How transactions are handled
e The appearance and styling of Converge's payment form

e How Converge handles receipt and error pages, among other things
Converge currently supports two different ways to integrate:

e Key value pairs formatted request using process.do (for a single transaction) or
processBatch. do (for a batch file) with the following syntax: ss1 name of field =
value of field (example: ss1 amount = 1.00)

Or

e XML formatted request using processxml.do (for a single transaction) or
accountxml.do (for a Admin request), the transaction data formatted in XML syntax
must include all supported transaction elements nested between one beginning and
ending element <txn>, the data is contained within the xmldata variable.

The following is an example of a fully formatted XML request:

4 N

xmldata=<txn><ssl merchant id>my virtualmerchant id</ssl merchant id>
<ssl user id>my user</ssl user id><ssl pin>my pin</ssl pin>

<ssl test mode>false</ssl test mode><ssl transaction type>ccsale</ssl tra
nsaction type><ssl card number>00*********0000</ssl card number><ssl exp
date>1215</ssl exp date><ssl amount>10.00</ssl amount><ssl cvv2cvc2 indic
ator>1</ssl _cvv2cvc2 indicator><ssl cvv2cvc2>123</ssl cvv2cve2><ssl first
_name>Test<7ssl_firsE_name></txn> B - -

- J

Notes:

e  Only the minimum required fields, as well as recommended fields are shown in this
section. Additional fields may be passed at transaction run time.

e Required fields are based on the merchant account configuration within Converge. Virtual
Terminal Fields including information such as CVV/CVC/CID, AVS and custom defined
fields may be required if the account is configured for these options.

e For best possible transaction rates, Elavon recommends passing as much information as
possible.

e For an extensive list of available key value pairs or XML input fields, refer to the
Supported Transaction Input Fields section.
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Authentication

The API fields that comprise the sensitive processing credentials and are required to be passed for
each transaction are:

Field Name Description

ssl_merchant_id | Converge ID as provided by Elavon

ssl_user_id Converge user ID as configured on Converge (case sensitive)
ssl pin Converge PIN as generated within Converge (case sensitive)
Important:

e The Merchant Admin (MA) user ID cannot be used.

e Itis strongly recommended that you create a user ID specifically for the APL This allows
more accurate tracking of how transactions occur and who is submitting them, as well as
protects you in the event of a security compromise by limiting what transaction types the
user ID can process.

e Itis strongly recommended that your user PIN is 32 or 64 characters long.

Each merchant account has one Merchant Admin user called the MA user, which is identical to
your Converge ID (VID) and can also have multiple standard users. When specifying a user ID in
the transaction request, make sure that the PIN matches the user ID that you are passing for the
desired terminal you wish to process transactions.

Each VID can have multiple UIDs, each UID will have a unique PIN per terminal assigned
(hierarchy).

The ss1_user id cannot be omitted and should be passed along with a correct PIN for all
transactions even if that user ID is the Merchant Admin user. The application will validate that the
correct VID (ss1 merchant id), userID (ssl user id), and PIN (ssl pin)combination has
been passed for each transaction.

When an account has more than one terminal, it is the combination of ss1 merchant id,
ssl pin, and ssl user id that Converge uses to determine which terminal the transaction is
processed under.

It is best that the user ID used for the APl is a separate user from the one used to login to the
Converge application user interface. It is best that you never use your API user to login to the
application.

© Elavon, Incorporated 2016 9
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All sensitive data, specifically your Converge credentials, must be placed in server side code rather
than placing hidden value fields on an HTML form. This will limit the ability of malicious users to
edit and use this data for their own fraudulent purposes. The use of server-side scripting allows
custom HTML to be delivered to a client machine. The code that generates the custom HTML is
processed on the Web server before the HTML is sent to the user's machine over the Internet.
This is in contrast to client-side scripting where the HTML is modified, typically by java-script in
the client's machine after the HTML and java are sent from the Web server. The primary strength
of using server-side scripting with Converge integration is the ability to hide the sensitive
processing credentials from the browser.

Payment Forms

The Payment Form is where customers enter the necessary or required personal and credit card
information required to process transactions. It is also the page that sends transactions to the
Converge system for authorization processing. You can provide information in two ways:

¢ Merchant Payment Form:
If you provide your own payment form to the customer, your form must send all of the
necessary data to complete the transaction into Converge for process. do with show
form set to false and processxml.do.

e Converge:
If Converge provides the payment form to the customer on your behalf, you only need to
give the system enough information to know who you are, along with any special
information about your transaction that the customer is not going to enter. The Converge
payment form is applicable to process. do with the show form set to true only.

Merchant Payment Form

This section explains how to send information for Converge to process credit card transactions
without additional input from your customer.
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If you want to collect all of the data from the customer, and only send the information to
Converge after it has all been gathered, you can do so. To hide the payment form, you must send

the parameter ss1 show_ form with a value of false when using process.do.

Merchant
Checkout Page

Validation and
Authorization

Validation Message Page
Error or Decline Merchant
Message Receipt

Merchant
Main Page

Process.do (ssl_show_form = false)

Flow Chart Legend
Transaction Flow Continues
Transaction Flow Ends

Transaction Declined or
Validation Failed

Transaction Approved or
Validation Passed

When using processxml .do, processBatch.do, and accountxml.do, the ssl show form

property does not apply.

Processxml.do

Merchant Payment
Form XML Request
Packet

Validation and
Authorization

|<5.<j

XML Response Packet
Error ;)(rM I:I)_ecllne Approval XML
Message
Message

Flow Chart Legend
Transaction Flow Continues
Transaction Flow Ends

Transaction Declined or
Validation Failed

Transaction Approved or
Validation Passed

Q ¢

K

© Elavon, Incorporated 2016

11



Converge Developer Guide: Getting Started CON-0002-N

The following data is required for all transactions. For security purposes, Elavon recommends this
data be sent using an SSL connection:

Field Name

Description

ssl merchant id

Converge ID as provided by Elavon

ssl user id

Converge user ID as configured on Converge (case sensitive)

ssl pin

Converge PIN as generated within Converge (case sensitive)

ssl transaction type Transaction type

ssl show form

Set to false for process.do

Important: The Merchant Admin (MA) user ID cannot be used.

You must include some additional information when you use your customized payment form. The
additional required fields that you must pass to Converge are:

Field Name

Description

[Card Data]

Track data Elements required for swiped transactions

ssl card number

Card number (required for hand-keyed transactions where the track data is not
present)

ssl exp date

Expiration date (required to be used with card number on hand-keyed
transactions)

ssl amount

Transaction amount

There are also conditional fields that should be supplied based on Converge configuration
information. These include Card Present indicator, AVS and CVV data. The conditional field
requirements will be reviewed further in another section of this guide.

Converge Payment Form

This section explains how to send information to have Converge present a payment form to your
customer. This payment form will gather information from your customer such as the name
displayed on their credit card, card number, expiration date, billing and shipping address, as well
as other fields you specify in your Web page’s code or in the Terminal Setup section of your

Convergeaccount

© Elavon, Incorporated 2016
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The ss1_show_form property must be set to true and it is only available through process.do.

Merchant
Checkout Page

Process.do (ssl_show_form = true)

Converge
Payment Form

Validation and
Authorization

Flow Chart Legend

Transaction Flow Continues

Transaction Flow Ends ‘
Transaction Declined or )
Validation Failed

Transaction Approved or

Validation Passed

I@'@.@.

Validation Message Page

¥ 4

Q
«K]

Error or Decline Converge
Message Receipt

Merchant

Main Page

The first step is to submit the minimum information to Converge. The minimum information

required to provide a payment form to your customer are the following fields:

Field Name

Description

ssl merchant id

Converge ID as provided by Elavon

ssl user id

Converge user ID as configured on Converge (case sensitive)

ssl pin

Converge PIN as generated within Converge (case sensitive)

ssl transaction type

Transaction type

ssl show form

Set to true for process.do

Note: Typically, this method is used when integrating using process.do in an e-Commerce
environment. This method, although less work for the integrator, is also less flexible. When
you use this form to collect cardholder data such as card number, expiration date and
CVV2, you can reduce the level of PA-DSS scrutiny.

If you have more than one terminal assigned to your account, you must ensure that the PIN you
use corresponds to the correct terminal. With these two pieces of information, Converge can
display a payment form that allows your customers to enter all of the transaction data based on

the settings you have pre-determined in your Converge account.

© Elavon, Incorporated 2016
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If you want to integrate Converge with a website that offers paid goods or services, and want to
charge for those goods or services by credit card, use the following procedure:

1.

2.

Create a form on your website.

Set the action of the form to a script on your server that will send a POST request to the
process.do URL using cURL or an equivalent. Refer to the URLS section to set your URL
for either the demo or production environment.

Collect as much or as little transactional data on the website as needed and pass the
values through the POST to your server-side script. Example: Pass an amount to your
script, but allow the customer to fill out the Converge hosted payment form with their
contact and shipping information and credit card data.

On the server-side script, collect the information from the POST request (typically using
$ POST variables or an equivalent) and include the ss1 merchant id, ssl user id,
and ssl pin.

Note: Do not include your ss1 merchant id, ssl user id, and ssl pin in hidden
fields on the website.

Set the transaction type you wish to perform ss1 transaction type to ccsale to
perform a sale or ccauthonly for an authorization.

Call Converge's process . do through cURL or the equivalent and Converge will return
the source code for your payment form, or the response as indicated by the
ssl show_ form value to the customer’s browser.

Set the value of the ss1 _amount so that it is unable to be changed on the payment form
(unless you are accepting donations).

Add a Submit button on your website.

Note: Once integration testing has been completed and you are ready to begin
processing production transactions, you must ensure that your integrated solution
is pointed to the production environment
(https://www.myvirtualmerchant.com/VirtualMerchant/process.do)
and passing your unique production credentials.
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With ss1 show form set equal to true, a form similar to the following image (fields are
displayed based on the Admin settings in the Converge configuration) displays and contains all

information submitted in the transaction request sent to process.do:

Oraes Section

Account Data 4yeeeeesenergoon
Expiraton Date{(MMYY) =15

Anount —
Custornar Code P
Sales Tar |

Depanture Date(MWDONYYY): | ]|
Complation DateMUDDYYYY) [ =

|

Biltog Address

Company:
First Name T
Lastname: |

Address |

Address2 |

cay T

StataProvwnce |

Postal Coce. )

Country: |Pizase sedect a Country

Phene: 1]

Emali Adcress: |

Shippayg Address

Same as dMling I ves
Ship to Company: |
Ship 1o First Namne: |

Ship to Last name

Ship o Address 1

Ship 10 Address2

|
|
|
Ship to Cay [
|
|

Ship lo StataProsnce
Ship to Country: Please selact a Country
Ship to Phone. |
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Receipt Forms

A receipt is the customer’'s documentation of the outcome of a transaction or simply known as
the transaction response. The receipt can be displayed in two ways:

Merchant Receipt:

If you draw your own receipt, your form must handle the data received from Converge to
correctly communicate to your customers the outcome of their transactions.

Converge Receipt:

If Converge draws the receipt for you, you do not need to include logic to parse through
the Converge result. However, your customer might not return to your website when the
transaction is complete.

Additionally the application will allow you to specify an alternative destination where the response
is sent to:

Export Script:

Converge will send the receipt/response via an export script to the destination of your
choice a back end process used mainly when adjusting inventory in real time, it is
transparent to your consumer. You do not need to include logic to parse through the
Converge result. The script is fired as a backup to the response. When Converge sends
the receipt or response to your integrated application, it will also fire an export script of
that response to specified URL.

Merchant Receipt

This section explains what you need to do to show your customer a receipt of your own creation
for a Converge transaction. The receipt has many configuration possibilities that can be driven by
code, or by choices made in the Administration section of the Converge website. Refer to the
Converge System Administration Guide for more information on using the Converge website to
configure your receipt options.

Input:

Four primary variables dictate how receipts are processed:

ssl_result_format
ssl_receipt_link_method
ssl_receipt_link_url

ssl_receipt_link_text
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In addition, you can use the variables below to allow for a different type of receipt for approvals
and declines. If you use the variables above, they will take precedence over the following
parameters:

e ssl_receipt_decl_method

e ssl_receipt_decl_get_url

e ssl_receipt_decl_post_url

e ssl_receipt_decl_text

e ssl_receipt_apprvl_method
e ssl_receipt_apprvl_get_url
e ssl_receipt_apprvl_post_url

e ssl_receipt_apprvl_link_text

Output:

The ssl_result_format has two acceptable values:
e ASCH
e HTML

If you do not specify the result format, an HTML receipt will be returned. If you select ASCII, only a
list of key value pairs will be returned. The other receipt-related parameters you have set are
ignored. The ASCII format is recommended if you are using an intermediary application to send
transactions to Converge, rather than sending transactions directly from an HTML form on a Web
page that is driven by your customer’s actions. The ASCII format will allow you to easily parse
through the transaction data and choose what to display to your customer, and what data to use
in other ways for your own application.

Receipt Link Method:

There are four options for the various ss1 receipt link method variables. To display a
receipt of your own you must use REDG (RE-Direct GET). REDG will redirect the customer’s
browser to the URL of your choosing, as soon as the transaction is processed by Converge.

Using the various ss1 receipt link url variables, Converge gives you the option to send
approved and declined transactions to the same URL or to different URLs to handle them
separately. If you use the REDG method and wish to have separate approved and declined
behaviors, you must use the get versions of the ss1 receipt link url variables, to specify
the destination URL. Specifically:

e ssl_receipt_decl_get_url

e ssl_receipt_apprvl_get_url
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Converge Receipt

This section shows you how to have Converge display the receipt to your customer. The receipt
has many configuration possibilities that can be driven by code or by choices made in the
Administration section of the Converge website. Refer to the Converge System Administration
Guide for more information about how to use the Converge website to configure your receipt
options.

Input:

Four primary variables dictate how receipts are processed:
e ss|_result_format
e ssl_receipt_link_method
e ssl_receipt_link_url
e ssl_receipt_link_text

You also have the option to use variations of the last three variables to allow for a different type
of receipt for approvals and declines. If you use the variables above, they will take precedence
over the following parameters:

e ssl_receipt_decl_method

e ssl_receipt_decl_get_url

e ssl_receipt_decl_post_url

e ssl_receipt_decl_text

e ssl_receipt_apprvl_method
e ssl_receipt_apprvl_get_url
e ssl_receipt_apprvl_post_url

o ssl_receipt_apprvl_link_text

ssl result format:

The ss1_result format has two acceptable values: ASCII and HTML. If you do not specify the
format, an HTML receipt will be returned. If you specify ASCII, only a list of key value pairs will be
returned, and the other receipt related parameters you sent will be ignored. The ASCII format is
intended to be called by a separate application that will process the data, instead of directly by a
webpage used by a customer that initiates a transaction.
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ssl receipt link_method:

The various ss1 receipt link method variables have four options:

e GET
e POST
e LINK

e REDG (RE-Direct GET)

The first two choices use the button at the bottom of the receipt for the customer to select
whether to return to your website. The two options pass the transaction’s data back to your site
using the method chosen. LINK presents a hyperlink at the bottom of the Converge receipt page
and does not transmit data back to your website. REDG (RE-Direct GET) is covered in more details
in the next section.

Output

An HTML page displays and notifies whether the transaction was approved or not. If the
transaction was approved, the receipt displays the data elements that make up the transaction. A
link back to your website is displayed at the bottom of the page. This link is configured based on
the parameters you send or by the configuration settings specified in the Converge administrative
website. You can set the format to ASCII or override the receipt link parameter in your code. It is
also possible to specify the behavior for the approvals separate from the behavior of the declines.

A receipt containing ss1_result = 0 represents an approved transaction. A receipt that
contains any other value for ss1_result represents a declined transaction or a transaction that
had an error that prevented it from being authorized. Refer to the Error Codes section for more
information.

Export Scripts

Some merchants request that the results of their payment transactions be returned to their
website for inventory purposes, sales analysis, or customer database maintenance. Converge
offers the ability to do so through an Export script.

Export scripts are an asynchronous authorization response method, allowing you to designate an
alternate destination for the transaction response. In addition to returning a response to you,
Converge will also send that response to the export destination of your choice. Converge will
send an Export script and then posts the transaction results to your system after completing each
transaction in Real-time.
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Export script generation uses default encoding ISO-8859-1. Converge will send an Export script
and then posts the transaction results to your system after completing each transaction in Real-
time. If you setup a website without username and password, Converge will just post the response
to the destination, but if you have setup a secure Export script (website that require
authentication), Converge first will authenticate the script using the username and password from
the setup then post the transaction response. If Converge doesn’t provide the correct credentials,
it is not allowed to post the script to your system. The export script that gets sent back to you is
the same whether you are doing authentication or not. The only difference between the Export
script with authentication and non-authentication is the handshake. Once the handshake is
established the export script is then sent.

The Export script if set up will be run following completion of a transaction (approvals, declines,
errors). It returns results of a payment to your web server using a standard web protocol HTTP to
call a page on your server just as a browser calls any web page. The Export script dumps data
about the transaction response to the web page using a form POST.

Export Script Setup:

To initiate export scripts on your payments, login to the Converge Virtual Terminal and select the
Terminal | Advanced | System Setup option located under the Export Options section.

Note: Export scripts are permission based feature.

You can enter any of three URLs:
e One to specify where the approvals should be sent
e One to specify where the declines should be sent

e One to specify where the errors should be sent

These URLs can all be the same, or they can be different. You should be using a secure server
protected by a security certificate. Simply enter the URL (for example,
https://www.ismerchant.com).

If you wish, the web page used can be secured by regular web page authentication. To do this,
simply specify the username and password required to access the page.

Fill in an approval URL entry if you wish information to be exported only for those transactions for
which the system received an approval. Otherwise a script will fire for both approved and declined
transactions.

We have built in an additional verification process to allow you to submit a confirmation string
that our system will look for in each Export script response. If our system does not detect this
string, it will then issue an Alert Email to advise you that the export script has failed. If you wish to
use a confirmation string, enter it where indicated. If you wish to provide a confirmation string, it
must be used in conjunction with the username and password.
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When you have completed all fields, you must click Update to save your settings.

Once you have set up the export script with the correct web page, it will start sending the
transaction data to that page after each applicable transaction has been processed.

Export Script Examples:

This is an example of the script that gets posted back to the merchant destination
(https://www.merchantinventory.com/postscriptshere)

posT https://www.merchantinventory.com/postscriptshere HTTP/1.1Content-
Length:803Host:www. merchantinventory:-1Content-Type: application/x-www-—
form-urlencodeduser-agent:Apache-HttpClient/4.2.2 (Jjava
1.5)authorization:{}ssl email=&ssl cvv2 response=M&Custom3=&ssl ship to p
hone=&ssl last name=&Customl=&Custom2=&ssl ship to country=&ssl ship to s
tate=&ssl account balance=4.00&ssl ship to zip=&ssl company=&ssl result m
essage=APPROVAL&ssl country=&ssl city=&ssl phone=&ssl invoice number=&ssl
_ship to address2=&ssl ship to addressl=&ssl transaction currency=USD&ssl
_txn 1d=AA4843B-8464D502-E195-46B7-838C-

160E218558CF&ssl result=0&ssl ship to company=&ssl avs response=&ssl tran
saction type=SALE&ssl approval code=CVI463&ssl ship to last name=&ssl avs
_zip=&ssl ship to city=&ssl dynamic dba=Sch.Med*&ssl exp date=1215&ssl sh
ip to first name=&ssl avs address=&ssl salestax=&ssl description=&ssl add
ress2=&ssl first name=&ssl amount=4.00&ssl state=&ssl card number=00*****
*xxx%x0000&ssl_txn time=01/03/2014 04:18:42 PM
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This is an example of a similar transaction but authenticated (username here is USER) so when
Converge reaches a destination it must provide the USER and the password in order to be
allowed to post the data in green:

posT https://demo.myvirtualmerchant.com/VirtualMerchantDemo/trans.do
HTTP/1.1Content-Length:1060Host:demo.myvirtualmerchant.com:-1Content—-
Type: application/x-www-form-urlencodeduser-agent:Apache-
HttpClient/4.2.2 (java 1.5)authorization:{BASIC =[principal: USER]}

ssl email=&ssl cvv2 response=M&Custom3=&ssl ship to phone=&ssl last name
=&Customl=&Custom2=&ssl ship to country=&ssl ship to state=&ssl account
balance=4.00&ssl ship to zip=&ssl company=&ssl result message=APPROVALé&sS
sl country=&ssl city=&ssl phone=&ssl invoice number=&ssl ship to address
2=&ssl ship to addressl=&ssl transaction currency=USD&ssl txn id=AA4983B
-8464D602-E195-46B7-838C-

160E218876CF&ssl result=0&ssl ship to company=&ssl avs response=&ssl tra
nsaction type=SALE&ssl approval code=CVI463&ssl ship to last name=é&ssl a
vs zip=&ssl ship to city=&ssl dynamic dba=Sch.Med*&ssl exp date=1215&ssl
_ship to first name=&ssl avs address=&ssl salestax=&ssl description=é&ssl
_address2=&ssl first name=&ssl amount=4.00&ssl state=&ssl card number=00
*xxAAFFXxx0000&ss] txn time=01/03/2014 04:22:11 PM
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Chapter 3: Transaction Security

Transaction security should be a key component of all merchant policies and practices related to payment
acceptance and transaction processing. As customers seek out merchants that are reputable and reliable,
they expect assurance that their account information is being guarded and their personal data is safe. By
following a few recommendations and adhering to the latest Payment Card Industry (PCI) - Payment
Application Data Security Standard (PA-DSS) guidelines, the Converge integrators and merchants can
keep cardholder data safe. Transaction security is everyone's responsibility.

This chapter covers the following topics:

Common fraudulent activities

Best practice tips

PA-DSS guidelines

External security resources

Common Fraudulent Activities

Fraud schemes are becoming more sophisticated, and so it becomes increasingly important to be
vigilant and get familiar with the most common fraud activities and learn how to fight them.

Authorization testing

The practice of submitting bulk generated credit card numbers to attempt to find valid
accounts using stolen credentials. Once valid card numbers are identified, the auth tester
either sells the data, or uses the information for other financial gains.

Phishing

When the sender of an electronic communication tries to trick recipients into
volunteering personal or credential-related information, that information can then be
used to commit identity theft, or to enter password-protected sites using your account.

Phishing emails claim to be from legitimate sources such as Elavon, the IRS or a friend,
and typically use two components:

e An authentic-looking email

e Areal-looking, but fraudulent, Web page that asks you to supply personal
information (name, address, financial information, passwords, etc.)

Phishing attempts may try to trick users to give away their Converge login credentials.
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Malware

Malware is defined as malicious software that consists of code, scripts or active contents
that is designed to gather information that leads to loss of privacy and gain unauthorized
access to systems.

Malware includes computer viruses, worms, Trojan horses, spyware, dishonest adware,
crimeware, most rootkits, and other malicious and unwanted software or program.

Common threats:

Key logger

This intercepts the user's keystrokes when entering a password, credit card
number, or other information that may be exploited. This is then transmitted to
the malware creator automatically, enabling credit card fraud and other theft.

Screen scrapers
Programmatic collection of visual data or reading text data from a computer
display terminal's screen.

Cache miners
Stealing data left in memory and cache.

Session hijacking
Using cookies to gain unauthorized access to information or services in a
computer system.

Botnets

Sophisticated malware that compromise Web sessions after the data has been
decrypted, stealing account credentials as they are entered and transparently
redirecting users to hostile sites.

Best Practices and Compliance Checklist

Developers and merchant administrators may find the information presented here valuable when
writing and configuring applications and websites that will interface with Converge. These best
practices focus on ways to increase security and reduce the chance of fraudulent activities. There
are measures contained that we would like to emphasize in order to help you protect yourself
against fraudulent activities.

HTTP Referrer

Setting up HTTP referrers in the Administration website tells Converge to only accept
transactions from a pre-approved list of websites. This action helps to prevent fraudulent
users from submitting transactions from their websites, claiming to be you.
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e Server Side Code

Your users can read HTML source code from your Web pages when they are downloaded
to their Web browser. Although our simple examples in the document show this as a
method for passing data to Converge, we do not recommend this for your production
website. All sensitive merchant data, including transaction amounts and your Converge
credentials, should be placed in server side code, rather than in hidden value fields on an
HTML form. This will reduce the ability of malicious users to exploit client browser
vulnerability to edit and use this data for their own fraudulent purposes. If you are not
knowledgeable enough to implement this on your own, there are quite a few shopping
cart providers that inherently provide this service and are compatible with Converge.

e Iframes

Iframes represent a major security risk therefore they should not be used when
integrating with Converge. There have been several vulnerabilities reported with the use
of Iframes which include: Phishing, clickjacking, cross-frame scripting, browser cross
domain exploits, XSS/CSRF reflection attacks, LAN scanning, CSS iframe overlays, URL
redirection and much more.

¢ Posting Data

The Hypertext Transfer Protocol (HTTP) is designed to enable communications between
clients and servers. Data submitted to Converge is over an HTTPS connection which is a
secure version of HTTP. HTTPS is often used to protect highly confidential online
transactions like online banking and online shopping order forms.

When submitting data over HTTPS, POST method must be used. Here is why it is strongly
recommended to never use the GET method to send data and opt for a POST method
instead:

e  GET requests can be cached

e GET requests remain in the browser history

e  GET requests can be bookmarked

e GET requests should never be used when dealing with sensitive data
e GET requests have length restrictions

e GET requests expose the merchant credentials

e GET requests can be used to retrieve responses for Converge
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e Transaction timeout

When integrating with Converge, developers should account for the transaction timeout
scenario in which the application does not receive a response from Converge. Time outs
can happen for various reasons, such as internet traffic issues, servicer issues, or the client
failing to read the response from Converge.

Read timeout usually occurs when request is sent, but the response from the server is not
received on time and cannot be read. Since the authorization request has already been
sent, the transaction may have been processed and approved, while the response could
have been lost on the way back from the gateway. Since the POS system did not receive
the response, there is a risk of charging the customer twice (if transaction is reattempted).

We recommend the following best practices to handle transaction timeouts:

1. Establish adequate timeout values to accommodate for delays or connections
issues (we generally recommend from 30 to 60 seconds).

2. Send transaction query request to the host server to confirm a previously successful
authorization if timeout occurs by sending card data while still in hand or within
small time interval (1 minute) a transaction query can help determine if the card
was charged. The response will contain information of the previously attempted
authorization.

3. Setup duplicate check rule in the terminal to stop the same transaction from being
processed multiple times. Duplicate Checking can be set based on card number,
amount, and invoice, if needed.

4. Run asummary report at the end of the day prior to settlement. If the report is not
matching the POS system, run a transaction query for that day and use void or
delete to reverse any transaction that has timed out.

e Auto Pend

We recommend that you use this feature for any account that is set to Auto-Settle. This
gives you the chance to review each transaction before it becomes finalized. This will help
you to avoid settling fraudulent transactions or transactions that you are unable to fulfill.

¢ Merchant Admin User

The Merchant Admin account has full rights and access to each terminal in your system.
Each merchant account has one Merchant Admin user also called the MA user, which is
identical to your Converge ID or VID. We recommend that you use this account
sparingly. We suggest that you create one or more separate accounts to manage day-to-
day activities, including but not limited to: processing transactions from your website,
processing Virtual Terminal transactions, reviewing transactions, and settling transactions.
To use the Merchant Admin (MA) user account to process transactions through gateway
integration is not allowed, you must create a User ID specifically for this purpose. This
allows more accurate tracking of how transactions occur and who is submitting them, as
well as protecting you in the event of a security compromise by limiting what transaction
types the User ID can process.
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e User requirements

Due to updated security requirements, the Converge API requires that the User ID field be
passed with a valid value for all transaction requests. It is best that the User ID used for
the APl is a separate user from the one used to login to the Converge application user
interface. It is also important that you never use your API user to login to the application.
When specifying a User ID in the transaction request, make sure that the PIN matches the
User ID that you are passing and that those match the terminal on which you wish to
process transactions. When an account has more than one Terminal, it is the combination
of the account or merchant ID, PIN, and User ID that Converge uses to determine which
terminal the transaction is processed under.

e Password Security

Do not set your password to be the same value (or a similar value) as any other data
associated with your Converge account. This includes your Converge PIN used for
submitting transactions to process. do. This PIN is not designed as a security feature. It
is only used to ensure that transactions sent into Converge are assigned to the correct
account, user and terminal. Unlike the passwords, the PIN is not stored as encrypted data
in our database. Your password is a highly confidential piece of data and is treated as
such. Our administrators do not have access to your password data. You should make all
passwords to your accounts as difficult to guess as possible.

e Settings in Admin Site

We recommend that whenever possible, set terminal options in the Administrative site
instead of setting equivalent parameters in code on your Web page. This will make it
easier to maintain, and will reduce the amount of data that is passed across the Internet
with each of your transactions.

e Business Rules

A customizable set of tools that allow you to build constraints to match merchant
business needs and control how transactions should be handled. This includes the ability
to approve, decline or hold transactions for manual review. These can serve as important
tools to help fight, manage, and prevent suspicious and costly fraudulent transactions.
Transactions can be set to automatically decline or held for review at a later time.
Business rules include:

Ship To Postal Code
e Bill To Postal Code
e Tran Amount

e Return Amount

e Duplicate Checking
e AVS Response

e CVVresponse

e Settlement
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e Fraud Prevention Rules

A set of flexible customizable filters that help by minimizing and preventing suspicious
and potentially costly fraudulent transactions, maximizing the acceptance of legitimate
transactions. They also provide flexibility by allowing merchants to customize filter
settings according to their unique business needs and improving intelligence by
restricting transaction activity from specific Internet Protocol (IP) addresses. It is strongly
recommended that you get familiar with the capabilities of each of these filters to
determine which ones work best for your business needs and use them as fraud fighting

tools. The available filters are as follows:

e Auto Pend
e Merchant IP Address Filter
e IP Address Filter

e Individual/Ranges Filter

e Country IP Address Filter

e Country Filter
e Billing Country Filter
e Shipping Country Filter

e [P Address & Country Mismatch Filter
e [P Address & Billing Country Mismatch Filter
e IP Address & Shipping Country Mismatch Filter

e Email Address Filter
e Card Number Filter
e Email Domain Filter

e Transaction Timeout Filter
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e 3D Secure™ Authentication (Verified by Visa™ and MasterCard SecureCode™)

The number one reason shoppers do not make purchases online is because they have
concerns about security. The biggest frustration for e-Commerce businesses has been the
risk of chargebacks, if a shopper were to tell their issuers that they did not authorize an
Internet purchase with their credit card. By using Converge 3D Secure capabilities,
merchants get explicit evidence of authorized purchases (authentication data). The
authentication data, together with an authorization approval gives you a transaction that
is guaranteed against the most common types of chargebacks— cardholder not
authorized and cardholder not recognized chargebacks.

3D Secure is a security tool that enables cardholders to authenticate their identity to their
card issuer through the use of Visa’'s Verified by Visa™ and MasterCard's SecureCode™
services. 3D Secure adds another layer of security to cardholders by preventing fraudulent
purchases in an e-Commerce environment and reducing the number of unauthorized
transactions. Converge users processing transactions in an integrated e-Commerce
environment are able to take advantage of this functionality.

Cardholders who have Visa or MasterCard from a participating issuer will be presented an
additional window hosted by the card issuer. If a cardholder has already established a
password or private code for their credit card, they will be prompted to simply enter that
identifier to authenticate before the transaction is submitted for authorization. If a
cardholder has a participating credit card but has not yet established their password or
private code, they will be prompted to do so.

To process 3D Secure, the terminal must be set as e-Commerce and the 3D Secure option
must be enabled in the Virtual Terminal under the Terminal |Advanced | System Setup|
Processing Options section.

e Custom Fields

The custom defined fields feature allows a merchant to create user defined fields that fit
every business need. However, merchants should not use those fields to pass any
sensitive data including but not limited to PAN data such as full card number, expiration
date, track data, or CID/CVV2 data from a credit card. Furthermore, customer account
numbers, social security numbers, and other private data should not be passed unmasked
or unprotected.

Other Measures

e CAPTCHA Verification

Secure the payment form on your site behind a user authentication system if at all
possible by implementing CAPTCHA verification. This will make it more difficult for
someone to write a tool to automate authorization testing using your website.

e Velocity Check

Monitor your account traffic by implementing velocity check capability. This will control
the number of authorization requests that can be made to your server in a given time
period from one IP address. This will help you to identify abuse of your system and limit
the damage if any other preventative measures prove ineffective.
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Anti-Phishing

There are several different techniques to combat phishing. One strategy is to train people
how to recognize phishing attempts, and to deal with them. Be suspicious of requests for
personal information that come by emails or text messages, particularly requests for
passwords, banking information, or wire transfers of money, even if the request seems to
come from a good friend. Elavon will never request your password or other sensitive
information by an email or text message.

Anti-Malware

As malware attacks become more frequent, attention has begun to shift from viruses and
spyware protection, to malware protection, and programs have been developed
specifically to combat them. Stay protected and install anti-malware programs and run
scans periodically. Those types of programs can provide real time protection against the
installation of malware software on a computer, and can be used to detect and remove
malware software that has already been installed onto a computer. Restrict access to
systems and user rights, and use the payment system for business purposes only.

PCI DSS Guidelines

PCI DSS, a set of comprehensive requirements for enhancing payment account data security, was
developed by the founding payment brands of the PCI Security Standards Council that includes
American Express, Discover Financial Services, JCB International, MasterCard Worldwide and Visa
Inc. International. The purpose was to help to facilitate the broad adoption of consistent data
security measures on a global basis. It is intended to help organizations proactively protect
customer account data.

The core of the PCI DSS is a group of principles and accompanying requirements, around which
the specific elements of the DSS are organized:

Build and Maintain a Secure Network

Protect Cardholder Data

Maintain a Vulnerability Management Program
Implement Strong Access Control Measures
Regularly Monitor and Test Networks

Maintain an Information Security Policy
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The Relationship between PCI DSS and PA-DSS

The requirements for the PA-DSS are derived from the PCI DSS Requirements. Elavon is fully
committed to merchant and cardholder security. Converge is PCI certified and merchants using
Converge are required to support and facilitate customers’ PCI DSS compliance.

The goal of PA-DSS is to help software vendors and others to develop secure payment
applications that do not store prohibited data, such as full magnetic stripe, CVV2 or PIN data, and
ensure their payment applications support compliance with the PCI DSS. Payment applications
that are sold, distributed or licensed to third parties are subject to the PA-DSS requirements.

Merchants and integrators are responsible to ensure that their application runs and adheres to
the latest PA-DSS guidelines. They are also responsible to make sure that they keep current on
those guidelines. The following are provided by Elavon for your convenience. For a complete
description we strongly recommend that you use the additional resources provided in the External
Security Resources section below:

1. Do not retain full magnetic stripe, card validation code or value (CAV2, CID, CVC2, CVV2),
or PIN block data.

2. Protect stored cardholder data.

3. Provide secure authentication features.

4. Log payment application activity.

5. Develop secure payment applications.

6. Protect wireless transmissions.

7. Test payment applications to address vulnerabilities.

8. Facilitate secure network implementation.

9. Never store cardholder data on a server connected to the Internet.
10. Facilitate secure remote software updates.

11. Facilitate secure remote access to payment application.
12. Encrypt sensitive traffic over public networks.

13. Encrypt all non-console administrative access.

14. Maintain instructional documentation and training programs for customers, resellers and
integrators.

© Elavon, Incorporated 2016 31



Converge Developer Guide: Transaction Security

CON-0002-N

External Security Resources

Elavon encourages integrators to use the resources below to ensure that all software applications

and networks are within the PCI-DSS guidelines.

Company

Description

Company: PCI Security Standards Council
Website: https://www.pcisecuritystandards.org/

The PCI Security Standards Council is an open global
forum for the ongoing development, enhancement,
storage, dissemination and implementation of security
standards for account data protection.

Resource:
https://www.pcisecuritystandards.org/security st
andards/ped/pedapprovallist.html

List of approved PIN Transaction Security (PTS)
Devices.

Resource:
https://www.pcisecuritystandards.org/security st
andards/pa dss.shtml

Payment Application (PA) Security Standards

Resource:
https://www.pcisecuritystandards.org/pdfs/pci p
a_dss program guide.pdf

Company: Visa

PCI/PA Programming Guide

Visa is a global payments technology company that
enables consumers, businesses, financial institutions
and governments to use digital currency instead of
cash and checks.

Resource:
http://usa.visa.com/merchants/risk_management

/cisp.html

Company: MasterCard Worldwide

Cardholder Information Security Program — Visa
provides extensive information regarding the
protection of cardholder data.

MasterCard is a technology company and payments
industry leader.

Resource:
https://www.eiseverywhere.com/ehome/index.ph

p?eventid=8231&tabid=17737

The PCI 360 Program is a complimentary initiative
offered by MasterCard to raise awareness and promote
the adoption of PCL The program provides a holistic
and informative platform for participants to increase
their understanding of PCI DSS through the following
sessions led by payment industry and data security
experts.

Company: Trustwave Information Security &
Compliance

Trustwave is the leading provider of on-demand data
security and payment card industry compliance
management solutions to businesses and
organizations throughout the world.

Company Website: https://www.trustwave.com/
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Company Description

Company: Microsoft

Resource: Application Security Information for Developers, IT
http://www.microsoft.com/security/default.aspx Professionals, Consumers, and Businesses

Additional Resource: PCI Compliance Guide

Resource: Comprehensive list of FAQs related to the PCI
http://www.pcicomplianceguide.org/pcifags.php | Standards
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Chapter 4. Transaction Format

The following chapter reviews the transaction processes and provide implementation guidelines and
examples to process, format, and send transactions using process.do, processxml .do,
processBatch.do and accountxml . do.

Topics include:
e Credit card transactions
e Debit card transactions
e EMV Credit/ Debit transactions
e EBT transactions
e  Gift card transactions
e Loyalty card transactions
e Electronic check transactions
e PINLess debit transactions
e Cash tender transactions
e Batch import transactions
e Card Manager Transactions
e End-of-Day transactions

e Account Admin transactions

© Elavon, Incorporated 2016 34



Converge Developer Guide: Transaction Format CON-0002-N

Important Notes:

e All code samples provided in this document are examples and should not be used for live
transactions.

e Only the minimum required fields, as well as recommended fields are shown in this section.
Additional fields may be passed at transaction run time. Required fields are based on the
merchant account configuration within Converge. For best possible transaction rates, Elavon
recommends passing as much information as possible. For an extensive list of available
HTML/XML value pair input fields, refer to the Supported Transaction Input Fields section.

e Converge allows you to set up custom defined fields and define them as required or optional. You
need to consider the following when using any custom defined fields:

e Only 25 fields can be set up for any given terminal, each field can be up to 999 alphanumeric
characters long, and no special characters should be used.

e You are not allowed to pass any sensitive data, including but not limited to PAN data such as
full card number, expiration date, social security numbers, track data, or CID/CVV2 data from
a credit card into a custom field.

e The integrated application should not store or print the track data, CVV2, CVC2, or CID data from
the back or front of credit cards

e Use process.do for key value pairs formatted request or processxml .do for XML formatted
request in the following transactions:

e Credit card transactions
e Debit card transactions
e EBT transactions
e  Gift card transactions
e Loyalty card transactions
e Electronic check transactions
e PINLess debit transactions
e (Cash tender transactions
¢ Card manager transactions
e End of Day transactions
e UseprocessBatch.do for key value pairs formatted request in the following transactions:
e Batch import transactions
e Use accountxml.do for XML formatted request in the following transactions:

e Account Admin transactions
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Credit Card Transactions

This message format is used to process swiped or Contactless credit card transaction using a
magnetic stripe device or key-entered credit card transaction for single and recurring for all
supported market segments. To process Chip and PIN transaction, refer the EMV and EMV Credit/
Debit Card Transactions sections for more information.

Magnetic stripe data cannot be sent in the Mail Order/Telephone Order, e-Commerce
environments, or for recurring transactions.

Important Notes:

¢ Credentials
A unique API user different from the Merchant Admin (MA) user ID must be used.

e Card data
You must pass one of the following fields:

e Track datainthe ss1 track data for swiped or contactless (MSD) transactions.

e The encrypted track data for swiped or contactless transactions:

e Track 1 datainthe ss1 encrypted trackl data field and/or track 2 data in
the ss1 encrypted track2 data field, extracted from the Magtek readers
(MagneSafe encryption). Refer to the Encryption section for more information.

Or

e Entire track data in the ss1 _enc track_ data field captured from the Ingenico
device (3DES DUKPT encryption). Refer to the Encryption section for more
information.

e The card number in the ss1 card number for hand keyed transactions.

e Thetoken in the ss1 token from a previously tokenized card number, the
expiration date and AVS data is not needed if token is stored in Card Manager

e Contactless (MSD)

To indicate that the track data was extracted from a contactless device when consumers
wave or tap their cards or phones (Example: ApplePay), the integrated application must
pass the Contactless Indicator in the ss1 pos mode of 03 (proximity capable) and
ssl_entry mode of 04 (proximity read). Those values are defaulted to swiped when
track data is sent alone.
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e AVS

An integrated application should pass the Address Verification Service (AVS) data on
hand key transactions to qualify for better rates by using the Address Verification Service
(AVS). AVS captures ZIP codes and the cardholder’s billing address. AVS information is
then compared to the cardholder's ZIP code and address that the card issuer has on file.
Address and ZIP code mismatches help the merchant to decide whether or not to
complete the transaction. Refer to the AVS Response Codes section for complete list of
AVS response codes.

e CVV

An integrated application should pass the card verification value (CVV) on hand key
transactions for fraud protection. The CVV field can be set as optional or required based
on the merchant’s business needs. When CVV data is passed, it is compared to the
cardholder’s CVV data that the card issuer has on file, a CVV Response Code is then
returned. Refer to the CVV2/CVC2 Response Codes section for complete list of CVV
response codes.

o Ifthe CVV value is set to required:

e Avalid CVV value must be passed along with a CVV indicator of present (1) at the
time of the authorization

Or

e The Converge application will default the indicator to present (1) if no indicator is
passed and a CVV value is present

e If the CVV value is set to optional:

e A CVV value along with the appropriate CVV indicator may be passed to indicate
if the CVV is present, bypassed, illegible or not present

Or

e The Converge application will set the indicator to present (1) if the CVV value is
passed or Bypassed (0) if the CVV value is not passed at the time of the
authorization

e Recurring

You can set up recurring or installment payments in the system for all market segments.
There are a few things to keep in mind when setting up a recurring or installment
payment:

e Recurring transactions will run indefinitely, unless suspended by the user.

e Installment transactions will run until the number of installments specified is reached.

e No track, track 1, or track 2 magnetic stripe reads are allowed when setting up
recurring payments for credit cards.

e CVV data cannot be passed, as it should not be stored in the system.
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e Level 2 Data

Commercial cards and purchasing cards require additional data to receive lower
processing fees, it is recommended to pass Tax amount and customer code.

¢ Tip Processing

You can pass tips on Service market segment at the time of the authorization Cashier-
based processing or after authorization Server-based processing. Optionally a server ID
and shift ID can be passed as well.

On the initial transaction, the tip amount must be sent along with the transaction amount.
The authorization amount is now the total amount, which is recalculated using the
authorization amount originally sent and the new tip provided. The settlement amount
will reflect the new authorized amount.

e Authorization Amount = Amount + Tip Amount
e Settlement Amount = Authorization Amount

After the initial transaction, the tip amount must be sent without the transaction amount.
The authorization amount will not change. However, the total amount is recalculated
using the original authorized amount and the new tip provided. The settlement amount
will reflect the new total amount.

e Settlement Amount = Authorization Amount + Tip Amount
e The tip amount can be sent in the merchant or the cardholder currency

It is important to note that EMV based transactions handle tips differently. Refer to the
EMV and EMV Credit/ Debit Card Transactions sections for more information.

e DBA

The Dynamic Doing Business As (DBA) provides merchants the ability to control the
descriptor on their customer's credit card statements. It allows the merchant to specify,
on a per-transaction basis, wording that may be more recognizable or more service-
specific to the customer than their usual business name preventing chargebacks. As an
example, if the merchant sells magazine subscriptions for multiple publications, they may
prefer to include the name of the publication in the authorization: MANYMAG*BAKERS
MONTHLY Or MANYMAG*CAR DIGEST.

DBA is up to 25 characters constructed in the following format:
e Constant/prefix (3, 7, or 12 fixed alphanumeric value) configured in the terminal

e Asterisks (*) delimiter

e DBA name passed by the application The maximum allowable Length of DBA Name
variable provided by Merchant can be 21, 17, or 12 based on the length setup for the
constant.
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e Travel Data

Converge supports the ability to capture and send travel information regarding departure
and completion dates. The travel information dates are sent to Merchant Airline Risk
Monitoring System (MARMS). MARMS is a tool used to monitor risk associated with
merchants that collect or accept payments for future services or bookings made well in
advance of the actual date of use. Both dates must be sent together and cannot be in

past.

Credit Card Sale (ccsale)

The ccsale is a transaction in which an authorization is obtained and the transaction is entered
into the unsettled batch. This transaction is used to obtain real-time authorization for a credit

card Sale transaction.

Request

Input Field Name Req? | Description

ssl_transaction_type Y Credit Card Sale (ccsale).

ssl_merchant_id Y Converge ID as provided by Elavon.

ssl_user_id Y Converge User ID as configured on Converge, case
sensitive.

ssl_pin Y Converge PIN as configured within Converge, case
sensitive.

ssl_show_form N Set value to true to show the Converge Payment Form
(available only for process. do), otherwise set to false.

ssl_track data C Required for swiped or contactless (MSD) transactions.

The raw track I and/or II data from the magnetic strip on
the card. The track data captured from the device cannot
be manipulated and must be passed at the time of the
transaction. This includes the beginning and ending
sentinels that are included in the track data. Raw track
data cannot be stored under any circumstance. Expiration
date is included with a track data. First and last name of
the Cardholder is also included with the Track I data.

Notes:

e Ifusing a Magtek encrypting device, pass the
encrypted track data in the
ssl_encrypted trackl data and/or
ssl encrypted track2 data.

e Ifusing an Ingenico encrypting device, pass the
encrypted track data in the
ssl enc track data.

e  Refer to the Encryption section for more
information.
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Input Field Name

Req?

Description

ssl ksn

Required when sending track data from an encrypting
device for payment cards.

The Key Serial Number generated from the swiped
payment card, this is the value returned by the
encrypting device. This value is used to encrypt the PAN
data, using the Derived Unique Key Per Transaction
(DUKPT) method. It is a 10 byte composite field that is
transmitted as 20 alphanumeric character fixed length.

ssl card number

Required for hand-keyed transactions.

Credit Card Number as it appears on the credit card.

ssl token

Required for hand-keyed transaction if card number is
not sent.

Use only with a terminal that is setup with Tokenization.

Credit Card Token, previously generated from a card
number. A token can be stored and used as a substitute
for a card number.

ssl exp date

Required for hand-keyed transactions.

Credit Card Expiry Date as it appears on credit card
formatted as MMYY.

Note: Do not send an expiration date with a token that
is stored in the Card Manager.

ssl amount

Transaction Sale Amount. Number with 2 decimal places.
This amount includes the Net amount and Sales Tax.

e The authorized amount passed on request
should not contain the tip amount, tips must be
passed separately. The total authorized amount
will be calculated during the authorization if tip
is provided. For example: 1.00.

e  For those terminals processing Multi-Currency,
be sure to submit the correct number of
decimal places for the transaction as some
currencies have no exponents and some can
have three.

ssl pos mode

Recommended for swiped or contactless transactions
The payment application capability. Valid values are:

e 02 for Swiped device — Default value when track
Data is sent alone

e 03 Proximity / Contactless capable device
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Input Field Name

Req?

Description

ssl entry mode

Recommended for swiped or contactless transactions

The transaction entry indicator to indicate how the track
data was captured. Valid values are:

e 03 = Swiped — Default value when track Data is
sent alone

e 04 = Proximity / Contactless

ssl card present

Recommended for hand-keyed transactions.

Recommended to be passed on hand-keyed transactions
to indicate if the card was present at the time of the
transaction. Valid values: Y or N. Example: Card present
of Y in hand-keyed retail and service environments.

ssl avs zip

Recommended for hand-keyed transactions.

Cardholder ZIP code.

ssl avs address

Recommended for hand-keyed transactions.

Cardholder Address.

ssl cvv2cvc2

Recommended for hand-keyed transactions.

The credit card security code is a three-digit or four-digit
number, printed either on the back or the front of the
card.

When CVV data is passed, it is compared to the
cardholder's CVV data that the card issuer has on file, a
CVV Response Code is then returned.

ssl cvv2cvc2 indicator

Recommended for hand-keyed transactions.

The CVV2/CVC/CID indicator is one numeric value that
should be passed with the CVV value (ss1 cvv2cvc2)
to indicate if the CVV is present in the request. Valid
values are:

e 0 for Bypassed
e 1 for Present
e 2 forlllegible

e 9 for Not Present

ssl_invoice number

The invoice or ticket number.

ssl description

The description, merchant defined value.

ssl customer code

Recommended for purchasing cards.

The Customer Code or PO Number that appears on the
cardholder's credit card billing statement.

ssl salestax

Recommended for purchasing cards.

Sales tax amount applied to this transaction in decimal.
Tax exempt transactions can pass 0.00 to properly reflect
a tax exempt transaction.
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Input Field Name Req? | Description
ssl_tip amount N Use only in a Service market segment
Tip or gratuity amount to be added, must be 2 decimal
places, can be 0.00 to reset or remove the original tip
from a transaction. Example: 1.00.
ssl_server N Use only in a Service market segment
Server ID, this is the clerk, cashier, and waiter or waitress
identification number.
Alphanumeric, Example: Jack.
ssl_shift N Use only in a Service market segment.
Shift, can refer to or be used to identify time period,
course or type of service.
Alphanumeric, Example: Lunch.
ssl_dynamic_dba N User only with a terminal that is setup with DBA.
DBA Name provided by the merchant with each
transaction. The maximum allowable Length of DBA
Name variable provided by Merchant can be 21, 17 or 12
based on the length setup for the DBA constant in the
field setup.
ssl_partial auth indicator | N The partial indicator flag must be sent to indicate that
the application supports partial approval.
Valid values:
e 0 - Partial Auth not supported
e 1 - Partial Auth supported
ssl_recurring flag N Use only when maintaining your own recurring and
installment database.
The recurring flag must be sent to indicate if a credit card
sale transaction is a recurring or an installment payment.
Valid values:
e 1=Recurring
e 2=Installment
Note: When the flag is indicated as Installment, the
payment number and payment count must be
passed.
ssl_payment number N Use only when maintaining your own recurring and
installment database.
Installment Sequence Number (Payment Number).
ssl_payment count N Use only when maintaining your own recurring and
installment database.
Installment Count (total number of payments).
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Input Field Name

Req?

Description

ssl departure Date

Use only with a terminal that is setup with Travel Data.

Date of the departure. Format MM/DD/YYYY. This field
will be sent to the MARMS system to monitor risk
associated with advanced booking. Examples include
airlines and travel or tour agencies. Only used when
setup with option for MARMS.

ssl completion Date

Use only with a terminal that is setup with Travel Data.

Date of the completion of travel. Format MM/DD/YYYY.
This field is sent to the MARMS system to monitor risk
associated with advanced booking. Examples include
airlines and travel or tour agencies. Only used when
setup with Travel Data option for MARMS.

ssl transaction currency

Use only with a terminal that is setup with Multi-
Currency.

Transaction currency alphanumeric code must be
included in the request to indicate the currency in which
you wish to process. If omitted, the terminal default
currency is assumed (for example: USD, CAD, and JPY).
More than 94 currencies are supported. Refer to the ISO
Currency Codes section for an extensive list of available
currencies.

ssl get token

Use only with a terminal that is setup with Tokenization.

Generate Token indicator, used to indicate if you wish to
generate a token when passing card data. Valid value: Y
(generate a token), N (do not generate token). Defaulted
to N.

Once generated, the token number can be stored and
used as a substitute for a card number at later time.

ssl add token

Use only with a terminal that is setup with Tokenization.

Add to Card Manager indicator, used to indicate if you
wish to generate a token and store it in Card Manager.
Valid value: Y (add token) , N (do not add token)
Defaulted to N

To add the token to the card manager you must send the
card data and cardholder first/last name, those are
required. Once stored to Card Manager, the token
number can be sent alone and will be used as a
substitute for the stored information.
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Response

Output Field Name

Description

ssl result

Outcome of a transaction. A response that contains

ssl result of O represents an approved transaction. A
response containing any other value for ss1 result
represents a declined transaction preventing it from being
authorized.

ssl result message

Transaction result message. Example: APPROVAL, PARTIAL
APPROVAL. Refer to the Authorization Response Codes section
for an extensive list of possible returned messages.

ssl txn id

Transaction identification number. This is a unique number used
to identify the transaction.

ssl txn time

Date and time when the transaction was processed. Format:
MM/DD/YYYY hh:mm:ss PM/AM. Example: 03/18/2010 10:34:10
AM.

ssl approval code

Transaction approval code.

ssl amount

The total transaction authorized or approved amount. This
amount will include tip if tip has been provided in the request.
Returned based on merchant setup.

ssl base amount

Base amount. Transaction amount sent originally on the request.
Returned based on merchant setup. Returned in a Service
market segment.

ssl tip amount

Tip or gratuity amount that was added or updated. Returned
based on merchant setup. Returned in a Service market
segment.

ssl requested amount

The amount originally requested on partial approvals only.

ssl balance due

Remaining balance due in the ss1 balance due field. This is
the difference of the amount requested versus the amount
authorized that the merchant has to collect from the consumer
on partial approvals only.

ssl account balance

The balance left in card, which is always 0.00 for a partially
authorized transaction.

ssl card number

Masked card number for this transaction. Only first 2 / last 4
digits will be returned for regular PAN or the last four (4) digits
from the actual card number if it is an association token
(Example: ApplePay).

ssl_avs_response

The Address Verification Response Code (refer to the AVS
Response Codes section for a complete list of AVS response
codes).

ssl cvvZ response

The Card Verification Response Code (refer to the CVV2/CVC2
Response Codes section for a complete list of CVV/CVC2
response codes).
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Output Field Name

Description

ssl invoice number

The invoice or ticket number sent originally on the request.
Returned based on merchant setup.

ssl conversion rate

Only returned on DCC transactions.

ssl cardholder currency

Only returned on DCC transactions.

ssl cardholder amount

Total amount in cardholder currency, only returned on DCC
transactions.

ssl cardholder base amount

Base amount in cardholder currency, only returned on DCC
transactions.

ssl cardholder tip amount

Tip amount in cardholder currency, only returned on DCC
transactions with Service market segment.

ssl server

Server ID submitted with the request. Only returned on Service
market segment based on the merchant setup.

ssl shift

Shift information submitted with the request. Only returned on
Service market segment based on the merchant setup.

ssl eci ind

Only returned on 3D Secure transactions.

Valid values:
e  Fully Authenticated
e Authentication Attempted

ssl transaction currency

Transaction currency. Returned only if terminal is setup for
Multi-Currency.

ssl card short description

Card description, valid values are: AMEX, CUP, DISC, MC,
PP, VISA.

ssl_card_type

Card type, valid values are: CASH, CREDITCARD, DEBITCARD,
FOODSTAMP, GIFTCARD or LOYALTY.

ssl token

Credit Card Token generated from the card number. A token can
be stored and used as a substitute for a card number.

Returned only if generating a token is requested in a terminal
that is setup for Tokenization.

ssl token response

Outcome of the token generation. This value will be a SUCCESS
if a token has been generated. Other possible returned values
are FAILURE, Action Not Permitted, Invalid Token, Not Permitted,
or Acct Verification Failed.

Returned only if generating a token is requested in a terminal
that setup for Tokenization.

ssl add token response

Outcome of the Add to Card Manager request, examples: Card
Added, Card Updated, Not Permitted, or FAILURE - First Name -
is required.

Returned only if storing token is requested in a terminal that
setup for Tokenization.
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Output Field Name

Description

ssl promo list

The promo list will contain a list of all promo products; the data
for each promo product will be nested and embedded between
beginning and ending elements <ssl promo product> up to
5 promo products. Each promo product ss1_promo_product
will contain ss1_promo_code, ssl_promo_code name,

ssl promo code description, and

ssl promo code issue points.

errorCode Error code returned only if an error occurred. Typically, when the
transaction failed validation or the request is incorrect. This will
prevent the transaction from going to authorization. This is a
numeric field. Refer to the Error Codes section for more
information.
errorMessage Detailed explanation of the error returned only if an error
occurred, this field may be changed based on merchant
configuration in the user interface. Refer to the Error Codes
section for more information.
errorName Error name or reason for the error returned only if an error
occurred. Refer to the Error Codes section for more information.
Examples
Important:

e In all of these examples, you will have to change the data values, such as
my virtualmerchant id, my user id, my pin, and transaction data to match
your Converge account and meet the needs of your website.

e Code samples provided are for demonstration only and should not be used for live
transactions. All sensitive merchant data, including transaction amounts and your
Converge credentials, should be placed in server side code.
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Example 1: process.do (true)

In this example, the code demonstrates the initiation of a minimal sale transaction in which
Converge payment form gathers the entire customer’s billing information.

4 N

ssl merchant id=my vid id

ssl user id=my user id
ssl pin=my pin

ssl show form=true

ssl amount=1.00

ssl result format=HTML

ssl transaction type=ccsale

\_ /

Example 2: process.do (false)

The following example demonstrates the key value pairs from the header by themselves for a
credit card sale transaction where the merchant collects all the data

////7 ssl merchant id=my vid id ‘\\\\

ssl user id=my user id

ssl pin=my pin

ssl show form=false

ssl card number=0000000000000000

ssl exp date=1208

ssl amount=1.00

ssl error url=http://www.url.com/cgi-bin/testtran.cgi
ssl result format=HTML

ssl transaction type=ccsale

ssl receipt decl method=REDG

\\\\> ssl receipt decl get url=http://www.url.com/cgi-bin/testtran.cgi 4////
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By specifying the http://www.url.com/cgi-bin/testtran.cgi urlin the
ssl apprvl get url field for the redirect for the transaction above, the following values are
returned for the approved transaction:

///'V ssl card number=00********x(0(Q00 ﬂ\\\

ssl exp date=1208

ssl amount=1.00

ssl result=0

ssl result message=APPROVAL

ssl txn 1d=1016413275E60BB4EC-B4C6-FD4D-A878-F70C3372C986
ssl approval code=CVI368

ssl account balance=1.00

\\\‘V ssl txn time=10/05/2008 10:50:55 AM A///

By specifying the http://www.url.com/cgi-bin/testtran.cgi urlinthe
ssl _error url field for the redirect for the transaction above, for example, the following error
is returned if one of the credentials in the request is invalid:

errorCode=4025
errorName= Invalid Credentials

errorMessage= The credentials supplied in the authorization request
are invalid
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Example 3: process.do (false)with AVS and CVV2/CVC2

The following code is similar to Example 2, including additional fields required to pass AVS data
and CVV2/CVC2 data:

ssl merchant id=my vid id

ssl user id=my user id

ssl pin=my pin

ssl show form=false

ssl transaction type=ccsale

ssl amount=12.77

ssl card number=0000000000000000

ssl exp date=1208

ssl cvv2cvc2 indicator=l

ssl cvv2cvec2=123

ssl avs address=123 Main Street

ssl avs zip=99999

ssl error url=http://www.url.com/cgi-bin/testtran.cgi
ssl result format=HTML

ssl receipt decl method=REDG

ssl receipt decl get url=http://www.url.com/cgi-bin/testtran.cgi

ssl receipt apprvl method=REDG

ssl receipt apprvl get url=http://www.url.com/cgi-
bin/testtran.cgi
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Example 4: process.do with Receipt

The following example passes receipt options in the transaction request to generate a receipt on

the payment form to your customer with a link to return to your page:

ssl merchant id=my vid id

ssl user id=my user id

ssl pin=my pin

ssl show form=false

ssl transaction type=ccsale

ssl amount=5.00

ssl card number=0000000000000000
ssl exp date=1208

ssl cvv2cvc2 indicator=1

ssl cvv2cve2=123

ssl avs address=123 Main Street
ssl avs zip=99999

ssl invoice number=123-ABC
ssl_email=test@test.com

ssl result format=HTML

ssl receipt decl method=POST

ssl receipt decl post url=http://www.website.com/decline.asp

ssl receipt apprvl method=GET

ssl receipt apprvl get url=http://www.website.com/approval.asp

ssl receipt link text=Continue
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This generates a receipt that includes the following code for an approved transaction:

This is your Receipt<br><br>

<input
<input

<input

<input
<input
<input
<input
<input
<input
<input
<br>

<input
</form>

type="hidden"
type="hidden"
type="hidden"

type="hidden"
type="hidden"
type="hidden"
type="hidden"
type="hidden"
type="hidden"
type="hidden"

type="submit"

<!--The visible portion of your receipt will appear here,
according to the configuration settings you applied in the
Converge administrative Website.-->

<form action="http://www.website.com/approval.asp" method="GET">

name="ssl result" value="0">
name="ssl result message" value="APPROVAL">

name="ssl txn i1d" value="99C7884A-EDB6-

4256-BE69-4547B8859D5B" >

name="ssl approval code" value="N29032">
name="ssl cvv2 response" value="M">
name="ssl avs response" value="A">
name="ssl transaction type" value="ccsale">
name="ssl invoice number" value="123-ABC">
name="ssl amount" value="5.00">

name="ssl email" value=" test@test.com">

value="Continue" class="smallbutton">
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The result could be a form that includes the following code for a declined transaction:

<b>An Error Occurred</b><br><br>

Number:

Message

<input
<input

<input

1<br>

: This transaction request has not been approved. You may

type="hidden"
type="hidden"
type="hidden"

elect to use another form of payment to complete this transaction
or contact customer service for additional options.<br>

<form action="http://www.website.com/decline.asp" method="POST">

<input type="hidden" name="ssl result" value="1">

<input type="hidden" name="ssl result message" value="DECLINED">
<input type="hidden" name="ssl txn id" value="B6637C93-CA38-41C5-
951A-C995BFFBD708">

<input type="hidden" name="ssl approval code" value=" ">

<input type="hidden" name="ssl cvv2 response" value="">

<input type="hidden" name="ssl avs response" value=" ">

<input type="hidden" name="ssl transaction type" value="ccsale">

name="ssl invoice number" value="123-ABC">
name="ssl amount" value="5.00">

name="ssl email" value=" test@test.com">

<br>

<input type="submit" wvalue="Continue" class="smallbutton">

</form>

Example 5: process.do (form) with ASCII

The following code passes receipt options in the transaction request to allow you to generate
your own receipt based on ASCII values being returned:

/

ssl merchant id=my virtualmerchant id
ssl user id=my user id

ssl pin=my pin

ssl show form=false

ssl transaction type=ccsale

ssl amount=5.00

ssl_invoice number=123-ABC

ssl _email=test@test.com

ssl _card number= 0000000000000000
ssl exp date=1215

ssl result format=ASCII

\_
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This generates a receipt that includes the following key value pairs for an approved transaction:

////7 ssl result=0

ssl result message=APPROVAL

ssl txn id=9621F9AD-E49E-4003-91BD-5C1B08569959
ssl approval code=N54032

ssl cvv2 response=M

ssl avs response=A

ssl invoice number=123-ABC

ssl amount=5.00

ssl card number=00*******(0000

ssl exp date=0000

\\\\‘ ssl email=test@test.com

~

/

A declined transaction will generate a receipt that includes the following key value pairs:

////V ssl result=0

ssl result message=DECLINED

ssl txn i1d=10164132759743E096-C5C1-C6A3-7DE4-FE9525313D47
ssl approval code=

ssl cvv2 response=

ssl avs response=

ssl invoice number=123-ABC

ssl amount=5.00

ssl card number=00*******(0000

ssl exp date=0000

\\\\» ssl email=test@test.com

~
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Example 6: process.do (false) Redirect

The following example passes receipt options in the transaction request to redirect the customer
to your own receipt on the website specified:

ssl amount=5.00

ssl merchant id=my virtualmerchant id
ssl user id=my user id

ssl pin=my pin

ssl transaction type=ccsale

ssl show form=false

ssl invoice number=123-ABC
ssl_email=test@test.com

ssl card number=00000000000000000

ssl exp date=1214

ssl result format=HTML

ssl receipt decl method="REDG

ssl receipt decl get url=http://www.website.com/decline.asp

ssl receipt apprvl method=REDG

ssl receipt apprvl get url=http://www.website.com/approval.asp

The customer would be redirected to http://www.website.com/approval.asp foran
Approved transaction or to http://www.website.com/decline.asp for a Declined
transaction. Transaction data will be passed along as GET variables in the query string of the URL.
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Example 7: process.do (false) Partially Approved Transaction

This demonstrates an example of a request with partial approval indicator:

ssl amount=10.10

ssl merchant id=my virtualmerchant id
ssl user id=my user id

ssl pin" value=my pin

ssl transaction type=ccsale

ssl partial auth indicator=1l

ssl show form=true

ssl invoice number" value="123-ABC
ssl_email=test@test.com

ssl card number=0000000000000000
ssl exp date=1214

ssl result format=HTML

ssl receipt decl method=REDG

ssl receipt decl get url=http://www.website.com/decline.asp

ssl receipt apprvl method=REDG

ssl receipt apprvl get url=http://www.website.com/approval.asp
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The issuer in this case has indicated that the card balance did not cover the entire amount
requested; however, the transaction was approved partially. The application must collect the

remainder of the amount by initiating a new transaction:

This is your Receipt<br><br>

<!--The visible portion of your receipt will appear here,
according to the configuration settings you applied in the
Converge administrative Website.-->

<form action="http://www.website.com/approval.asp" method="GET">
<input type="hidden" name="ssl result" value="0">

<input type="hidden" name="ssl result message" value="PARTIAL
APPROVAL">

<input type="hidden" name="ssl txn id" value="99C7884A-EDB6-
4256-BE69-4547B8859D5B" >

<input type="hidden" name="ssl approval code" value="N29032">
<input type="hidden" name="ssl cvv2 response" value="">

<input type="hidden" name="ssl avs response" value=" ">

<input type="hidden" name="ssl invoice number" value="123-ABC">
<input type="hidden" name="ssl amount" value="10.05">

<input type="hidden" name="ssl requested amount" value="10.10">
<input type="hidden" name="ssl balance due" value="0.05">
<input type="hidden" name="ssl account balance" value="0.00">
<input type="hidden" name="ssl email" value=" test@test.com">
<br>

<input type="submit" value="Continue" class="smallbutton">
</form>
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Example 8: processxml.do

The following XML code example demonstrates the initiation of a basic Sale transaction request
and response.

In the case of XML, no additional information can be collected by Converge when the request is
sent. All required data must be sent in the transaction request to process the transaction.

//’

N

xmldata=<txn><ssl merchant id>my virtualmerchant id</ssl merchant id ‘\\
>

<ssl user id>my user</ssl user id><ssl pin>my pin</ssl pin>

<ssl test mode>false</ssl test mode><ssl transaction type>ccsale
</ssl_transaction type><ssl card number>Q0*****xx*x+0000

</ssl_card number><ssl exp date>1215</ssl exp date><ssl amount>1.00

</ssl amount>

</txn> 4//

The Response generated will look similar to the following:

xmldata=<txn>

<ssl card number>00********x0000</ssl card number>
<ssl exp date>1215</ssl exp date>

<ssl amount>1.00</ssl_amount>

<ssl result>0</ssl result>

<ssl result message>APPROVAL</ssl result message>

<ssl txn id>101641221593ACBA6-BAFD-76B7-4948~
B3DE68CFDOCC</ssl_ txn id>

<ssl approval code>CMC142</ssl approval code>
<ssl account balance>1.00</ssl account balance>

<ssl txn time>01/20/2011 01:07:23 PM</ssl_txn time>

</txn> A////
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Example 9: processxml.do Partial Approved Transaction

The point of sale application will send a partial approval of 1 to indicate the support of partial
approval processing. The requested amount is sent per current functionality in the ss1 amount

field.

The Initial Request will show the following:

xmldata=<txn>
<ssl merchant id>My Merchant ID</ssl merchant id>
<ssl user id>my user id</ssl user_ id>
<ssl pin>my pin</ssl pin>
<ssl test mode>false</ssl test mode>
<ssl transaction type>ccsale</ssl transaction type>
<ssl card number>0000000000000000</ssl card number>
<ssl exp date>1212</ssl exp date>
<ssl amount>10.10</ssl amount>
<ssl cvv2cvc2 indicator>1</ssl cvv2cvc2 indicator>

<ssl first name>Test</ssl first name>

<ssl partial auth indicator>1</ssl partial auth indicator>

</txn>

If the balance on a card is not enough to cover for the entire purchase, the point of sale
application must be able to read the additional returned fields and collect balance that remains
by other means. In this case, the amount requested was 10.10 and only 10.05 was approved. The
integrated application must display the balance left to pay as 0.05.

xmldata=<txn>

<ssl card number>Q0********0000</ssl card number>

<ssl exp date>1212</ssl exp date>

<ssl amount>10.05</ssl amount>

<ssl requested amount>10.10</ssl requested amount>
<ssl_balance_due>0.05</ssl_balance_ due>

<ssl result>0</ssl result>

<ssl result message>PARTIAL APPROVAL</ssl result message>

<SSl_tX1’1_id>AA4 8439-9D9AFF76-AFEC-0B8D-DC7F-
43A5F97BF81B</ssl txn_ id>

<ssl approval code>CVI788</ssl approval code>

<ssl account balance>0.00</ssl account balance>
<ssl txn time>10/25/2011 10:49:52 PM</ssl txn time>
</txn>
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If the consumers indicate that they do not wish to continue with the additional tender type, the
point of sale application must send a reversal to cancel this payment and reestablish the balance
back to the card. A reversal can be achieved by sending a delete in terminal-based terminals or
void in host-based terminals.

///7 xmldata=<txn> ﬂ\\\

<ssl merchant id>My Merchant ID</ssl merchant id>

<ssl user id>my user id</ssl user id>

<ssl pin>my pin</ssl pin>

<ssl test mode>false</ssl test mode>

<ssl transaction type>ccdelete</ssl transaction type>

<ssl txn id>AA48439-9DIAFF76-AFEC-0B8D-DCTF-
43A5F97BF81B</ssl txn_ id>

K </txn> /

Example 10: processxml.do Sale with Tip Transaction

The following XML code example demonstrates the initiation of a Sale transaction with tip in the
Service market segment.

Notes:

Provide the following information in order to add a tip or gratuity amount at the time of the
transaction:

e The amount to be authorized in the ss1 amount field.

e The tip amount you wish to add to the amount to be authorized in the
ssl tip amount field.

e The ServerID in the ss1_server field.

e The Shiftin the ss1 shift field.
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In this example the Sale amount is 10.00, the tip amount is 2.00. Please do not provide the total
amount in the request.

xmldata=<txn>

<ssl merchant id>my virtualmerchant id</ssl merchant id>
<ssl user id>my user</ssl user id>

<ssl pin>my pin</ssl pin>

<ssl test mode>false</ssl test mode>

<ssl transaction type>ccsale</ssl transaction type>
<ssl card number>0000000000000000</ssl card number>
<ssl exp date>1215</ssl exp date>

<ssl amount>10.00</ssl amount>

<ssl tip amount>2.00</ssl_tip amount>

<ssl shift>dinner</ssl shift>

<ssl server>Joel23</ssl server>

</txn>

The Sale amount is then added to the tip amount and sent for authorization, an approval will be
returned to the integrated application. The following information is returned in the response:

e The total amount that has been authorized in the ss1 amount field.
e The original Sale amount in the ss1 _base amount field.
e The tip amount provided in the in the ss1 tip amount field.

e The authorization data (response message, approval code).

xmldata=<txn>

<ssl result>0</ssl result>

<ssl approval code>N25032</ssl approval code>
<ssl result message>APPROVAL</ssl result message>

<ssl_txn_id>TEST43B-D0638677-26EB-40F5-B2F9-
3AF2545DE144</ssl_txn_id>

<ssl txn time>10/03/2012 10:25:03 PM</ssl txn time>
<ssl card number>Q0********0000</ssl card number>
<ssl exp date>1215</ssl exp date>

<ssl base amount>10.00</ssl base amount>

<ssl amount>12.00</ssl amount>

<ssl tip amount>2.00</ssl_tip amount>

<ssl shift>dinner</ssl shift>

<ssl_server>Joel</ssl server>

</txn>
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Example 11: processxml.do Sale with currency

The following XML code example demonstrates the initiation of a Sale transaction with currency:

-

xmldata=<txn> ‘\\\\

<ssl merchant id>my virtualmerchant id</ssl merchant id>
<ssl user_ id>my user</ssl user id>

<ssl pin>my pin</ssl pin>

<ssl test mode>false</ssl test mode>

<ssl transaction type>ccsale</ssl transaction type>

<ssl card number>0000000000000000</ssl card number>

<ssl exp date>1215</ssl exp date>

<ssl amount>200</ssl_ amount>

<ssl transaction currency>JPY</ssl transaction currency>

<ssl invoice number>XMLXSSJPYNVISA20-200</ssl invoice number>

</txn> A////

Notes:

When specifying amounts, be sure to submit the correct number of decimal places for the
transaction currency.

For Japanese Yen, there are no currency exponents after the decimal place. Any numbers
included after the decimal place will be dropped.

For those currencies with 3 possible digits, for example: Bahraini Dinar, we will
automatically round the transaction to two decimals. (for example: 1.235 will round to
1.23.
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Converge will process and settle this transaction in JPY. The following information is returned in

the response:

<txn>

</txn>

<ssl cvv2 response />

<ssl approval code>CVI032</ssl approval code>

<ssl exp date>1222</ssl exp date>

<ssl result message>APPROVAL</ssl result message>

<ssl invoice number>XMLXSSJPYNVISA20-200</ssl invoice number>
<ssl amount>200</ssl_amount>
<ssl transaction currency>JPY</ssl transaction currency>
<ssl result>0</ssl result>

<ssl_txn id>AA4TAE-BD32FF54-BE12-4046-98E9-
F78E9D75212D</ssl txn id>

<ssl card number>QQ******xx*x+0000</ssl card number>

<ssl txn time>11/19/2013 12:02:29 AM</ssl_txn time>

Credit Card Auth Only (ccauthonly)

The ccauthonly is used to obtain a real-time authorization for a credit card transaction. This
transaction will guarantee that the funds are available on the card and reduce the cardholder’s
limit to buy for only a predetermined amount of time. This is usually 7-10 days based on the
credit card’s issuing bank; however it will not place the authorization in the batch for settlement.

To place the transaction in the open batch, it must be converted to Sale using cccomplete, or
reversed using ccdelete to restore the funds back to the card.

Request

Input Field Name Req? | Description

ssl_transaction_type Y Credit Card Auth Only (ccauthonly).

ssl_merchant_id Y Converge ID as provided by Elavon.

ssl_user_id Y Converge User ID as configured on Converge, case
sensitive.

ssl_pin Y Converge PIN as configured within Converge, case
sensitive.

ssl_show_form N Set value to true to show the Converge Payment Form

(available only for process. do), set to false otherwise.
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Input Field Name

Req?

Description

ssl track data

Required for swiped or contactless (MSD) transactions.

The raw track I and/or II data from the magnetic strip on
the card. The track data captured from the swipe device
cannot be manipulated and must be passed at the time
of the transaction. This includes the beginning and
ending sentinels that are included in the track data. Raw
track data cannot be stored under any circumstance.
Expiration date is included with a track data. First and
last name of the Cardholder is also included with the
Track I data.

Notes:

e If using a Magtek encrypting device, pass the
encrypted track data in the
ssl encrypted trackl data and/or
ssl encrypted track2 data.

e If using an Ingenico encrypting device, pass the
encrypted track data in the
ssl enc track data.

e  Refer to the Encryption section for more
information.

ssl ksn

Required when sending track data from an encrypting
device for payment cards.

The Key Serial Number generated from the swiped
payment card, this is the value returned by the
encrypting device. This value is used to encrypt the PAN
data, using the Derived Unique Key Per Transaction
(DUKPT) method. It is a 10 byte composite field that is
transmitted as 20 alphanumeric character fixed length.

ssl card number

Required for hand-keyed transactions.

Credit card number as it appears on the credit card.

ssl token

Required for hand-keyed transaction if card number is
not sent.

Use only with a terminal that is setup with Tokenization.

Credit Card Token, previously generated from a card
number. A token can be stored and used as a substitute
for a card number.

ssl exp date

Required for hand-keyed transactions.

Credit Card Expiry Date as it appears on credit card
formatted as MMYY.

Note: Do not send an expiration date with a token that
is stored in the Card Manager.
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Input Field Name

Req?

Description

ssl amount

Transaction Auth Amount. Number with 2 decimal
places. This amount includes the Net amount and Sales
Tax.

For those terminals processing Multi-Currency, be sure
to submit the correct number of decimal places for the
transaction as some currencies have no exponents and
some can have three.

ssl pos mode

Recommended for swiped or contactless transactions
The payment application capability. Valid values are:

e 02 for Swiped device — Default value when track
Data is sent alone

e 03 Proximity / Contactless capable device

ssl entry mode

Recommended for swiped or contactless transactions

The transaction entry indicator to indicate how the track
data was captured. Valid values are:

e 03 = Swiped — Default value when track Data is
sent alone

e 04 = Proximity / Contactless

ssl card present

Recommended for hand-keyed transactions.

Recommended to be passed on hand-keyed transactions
to indicate if the card was present at the time of the
transaction. Valid values: Y or N. Example: Card present
of Y in hand-keyed retail and service environments.

ssl _avs_ zip

Recommended for hand-keyed transactions.

Cardholder ZIP code.

ssl cvv2cvs2

Recommended for hand-keyed transactions.

Cardholder Address.

ssl cvv2cvs2 indicator

Recommended for hand-keyed transactions.

The CVV2/CVC/CID indicator is one numeric value that
should be passed with the CVV value (ss1 _cvv2cvc2)
to indicate if the CVV is present in the request. Valid
values are:

e 0 for Bypassed
e 1 for Present
e 2 forlllegible

e 9 for Not Present

ssl invoice number

The invoice or ticket number.

ssl description

The description, merchant defined value.
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Input Field Name

Req?

Description

ssl customer code

Recommended for purchasing cards.

The Customer Code or PO Number that appears on the
cardholder's credit card billing statement.

ssl salestax

Recommended for purchasing cards.

Sales tax amount applied to this transaction in decimal.
Tax exempt transactions can pass 0.00 to properly reflect
a tax exempt transaction.

ssl dynamic dba

Use only with a terminal that is setup with DBA.

DBA name provided by the merchant with each
transaction. The maximum allowable length of DBA
Name variable provided by the merchant can be 21, 17
or 12 based on the length setup for the DBA constant in
the field setup.

ssl partial auth indicator

The partial indicator flag must be sent to indicate that
the application supports partial approval.

Valid value: 1.

ssl departure date

User only with a terminal that is setup with Travel Data.

Date of the departure. Format MM/DD/YYYY. This field
will be sent to the MARMS system to monitor risk
associated with advanced booking. Examples include
airlines and travel or tour agencies. Only used when
setup with option for MARMS.

ssl completion date

Used only with a terminal that is setup with Travel Data.

Date of the completion of travel. Format MM/DD/YYYY.
Optional. This field is sent to the MARMS system to
monitor risk associated with advanced booking.
Examples include airlines and travel or tour agencies.
Only used when setup with Travel Data option for
MARMS.

ssl transaction currency

Use only with a terminal that is setup with Multi-
Currency.

Transaction currency alphanumeric code must be
included in the request to indicate the currency in which
you wish to process. If omitted the terminal default
currency is assumed (for example: USD, CAD, and JPY).
More than 94 currencies are supported. Refer to the ISO
Currency Codes section for an extensive list of available
currencies.
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Input Field Name

Req? | Description

ssl get token

N Use only with a terminal that is setup with Tokenization.

Generate Token indicator, used to indicate if you wish
to generate a token when passing card data. Valid value:
Y (generate a token), N (do not generate token).
Defaulted to N.

Once generated, the token number can be stored and
used as a substitute for a card number at later time.

ssl add token

N Use only with a terminal that is setup with Tokenization.

Add to Card Manager indicator, used to indicate if you
wish to generate a token and store it in Card Manager.
Valid value: Y (add token) , N (do not add token)
Defaulted to N

To add the token to the card manager you must send
the card data and cardholder first/last name, those are
required. Once stored to Card Manager, the token
number can be sent alone and will be used as a
substitute for the stored information.

Response

Output Field Name

Description

ssl result

Outcome of a transaction. A response that contains ss1_result
of 0 represents an approved transaction. A response containing
any other value for ss1_result represents a declined
transaction preventing it from being authorized. Refer to the
Authorization Response Codes section for an extensive list of
possible returned messages.

ssl result message

Transaction result message. Example: APPROVAL, PARTIAL
APPROVAL. Refer to the Authorization Response Codes section
for an extensive list of possible returned messages.

ssl txn id

Transaction identification number. This is a unique number used
to identify the transaction. This value can be used to complete the
Auth Only transaction.

ssl txn time

Date and time when the transaction was processed. Format:
MM/DD/YYYY hh:mm:ss PM/AM. Example: 03/18/2010 10:34:10
AM.

ssl approval code

Transaction approval code.

ssl amount

Transaction authorized or approved amount. Returned based on
merchant setup.

ssl requested amount

The amount originally requested on partial approvals only.
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Output Field Name

Description

ssl balance due

Remaining balance due in the ss1 balance due field. Thisis
the difference of the amount requested versus the amount
authorized that the merchant has to collect from the consumer on
partial approvals only.

ssl account balance

The balance left on the card, which is always 0.00 for a partially
authorized transaction.

ssl avs response

The Address Verification Response Code (refer to the AVS
Response Codes section for a complete list of AVS response
codes).

ssl cvv2 response

The Card Verification Response Code (refer to the CVV2/CVC2
Response Codes section for a complete list of CVV/CVC2
response codes).

ssl card number

Masked card number for this transaction. Only first 2 / last 4 digits
will be returned for regular PAN or the last four (4) digits from the
actual card number if it is an association token (Example:
ApplePay).

ssl invoice number

The invoice or ticket number sent originally on the request.
Returned based on merchant setup.

ssl_convers ion_rate

Only returned on DCC transactions.

ssl eci ind

Only returned on 3D Secure transactions.

Valid values:
e  Fully Authenticated
e Authentication Attempted

ssl transaction currency

Transaction currency. Returned only if terminal is setup for Multi-
Currency.

ssl card short description

Card description, valid values are: AMEX, CUP, DISC, MC, PP, VISA.

ssl card type

Card type, valid values are: CASH, CREDITCARD, DEBITCARD,
FOODSTAMP, GIFTCARD or LOYALTY.

ssl token

Credit Card Token generated from the card number. A token can
be stored and used as a substitute for a card number.

Returned only if generating a token is requested in a terminal that
is setup for Tokenization.

ssl token response

Outcome of the token generation. This value will be a SUCCESS if
a token has been generated. Other possible returned values are
FAILURE, Action Not Permitted, Invalid Token, Not Permitted, or
Acct Verification Failed.

Returned only if generating a token is requested in a terminal that
setup for Tokenization.
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Output Field Name Description
ssl_add_token_response Outcome of the Add to Card Manager request, examples: Card
Added, Card Updated, Not Permitted, or FAILURE - First Name - is
required.
Returned only if storing token is requested in a terminal that
setup for Tokenization.
errorCode Error code returned only if an error occurred. Typically, when the
transaction failed validation or the request is incorrect. This will
prevent the transaction from going to authorization. This is a
numeric field. Refer to the Error Codes section for more
information.
errorMessage Detailed explanation of the error returned only if an error
occurred, this field may be changed based on merchant
configuration in the user interface. Refer to the Error Codes
section for more information.
errorName Error name or reason for the error returned only if an error
occurred. Refer to the Error Codes section for more information.
Examples
Important:

e In all of these examples, you will have to change the data values, such as
my virtualmerchant id,my user id, my pin, and transaction data to match
your Converge account and meet the needs of your website.

e Code samples provided are for demonstration only and should not be used for live
transactions. All sensitive merchant data, including transaction amounts and your
Converge credentials, should be placed in server side code, rather than in hidden value

fields on an HTML form.
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Example 1: process.do (false)

Shown below are the key value pairs from the header by themselves for a credit card Auth Only
transaction:

ssl merchant id=xxxxxx

ssl user id=xXxXxxXX

ssl pin=xxxxxx

ssl show form=false

ssl card number=0000000000000000
ssl exp date=1208

ssl amount=1.00

ssl error url=http://www.url.com/cgi-bin/testtran.cgi
ssl result format=HTML

ssl transaction type=ccauthonly
ssl receipt decl method=REDG

ssl receipt decl get url=http://www.url.com/cgi-bin/testtran.cgi

ssl receipt apprvl method=REDG
ssl receipt apprvl get url=http://www.url.com/cgi-bin/testtran.cgi
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By specifying the http://www.url.com/cgi-bin/testtran.cgi urlin the
ssl apprvl get url field for the redirect for the transaction above, the following values are
returned for the approved transaction:

///7 ssl card number=00********x(0(000 ‘\\\

ssl exp date=1208

ssl amount=1.00

ssl result=0

ssl result message=APPROVAL

ssl txn i1d=1016413275E60BB4EC-B4C6-FD4D-A878-F70C3372C986
ssl approval code=CVI368

ssl account balance=1.00

ssl txn time=10/05/2008 10:50:55 AM

N

By specifying the http://www.url.com/cgi-bin/testtran.cgi urlinthe
ssl _error_ url field for the redirect for the transaction above, for example, the following error
is returned if one of the credentials in the request is invalid:

errorCode=4025
errorName= Invalid Credentials

errorMessage= The credentials supplied in the authorization request
are invalid

Example 2: process.do(true)

This example demonstrates the initiation of a minimal Auth Only transaction in which Converge
payment form gathers the entire customer’s billing information.

4 N

ssl merchant id=my virtualmerchant id

ssl user id=my user id

ssl pin=my pin

ssl transaction type=ccsale
ssl show form=true

ssl amount=5.00

- )

Note: In all of these examples, you will have to change the data values, such as
my virtualmerchant id,my user id, my pin, and the amount of 5.00 to values that
match your Converge account and meet the needs of your websites.
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Example 3: processxml.do

The following XML code example demonstrates the initiation of a basic Auth Only transaction. In
the case of XML, no additional information can be collected by Converge when the request is
sent. All required data must be sent in the transaction request to process the transaction:

<txn>

<ssl merchant ID>my virtualmerchant id</ssl merchant ID>
<ssl user id>my user id</ssl user id>

<ssl pin>my pin</ssl pin>

<ssl description>Auth for 3.00</ssl description>

<ssl transaction type>CCAUTHONLY</ssl transaction type>
<ssl card number>0000000000000000</ssl card number>
<ssl exp date>1215</ssl exp date>

<ssl amount>3.00</ssl amount>

<ssl salestax>0.01</ssl salestax>

<ssl cvv2cvc2 indicator>1</ssl cvv2cvc2 indicator>

<ssl cvv2cvc2>123</ssl cvv2cve2>

<ssl customer code>CORP</ssl customer code>

<ssl invoice number>1234</ssl invoice number>

<ssl first name>John</ssl first name>

<ssl last name>Doe</ssl last name>

<ssl avs_address>123 Main</ssl avs_ address>

<ssl city>Atlanta</ssl city>

<ssl state>GA</ssl state>

<ssl avs_zip>99999</ssl avs_zip>

<ssl country>USA</ssl country>

<ssl phone>9999999999</ssl phone>

<ssl ship to state>GA</ssl ship to state>

<ssl ship to zip>99999</ssl ship to zip>

<ssl ship to_addressl>999 Main</ssl ship to addressl>
<ssl_ship to company>Ship Company</ssl ship to company>
<ssl ship to_last name>Doe</ssl ship to_ last name>

<ssl ship to city>Any City</ssl ship to city>

<ssl ship to first name>Jane</ssl ship to first name>
</txn>

(continued)
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<txn>

<ssl approval code>CMC720</ssl approval code>
<ssl cvv2 response>M</ssl cvv2 response>

<ssl last name>Doe</ssl last name>

<ssl avs_ zip>99999</ssl avs zip>

<ssl exp date>1215</ssl exp date>

<ssl account balance>3.00</ssl account balance>
<ssl company />

<ssl result message>APPROVAL</ssl result message>
<ssl country>USA</ssl country>

<ssl city>Atlanta</ssl city>

<ssl phone>9999999999</ssl phone>

<ssl avs_address>123 Main</ssl avs_ address>
<ssl invoice number>1234</ssl invoice number>
<ssl address2 />

<ssl first name>John</ssl first name>

<ssl amount>3.00</ssl_amount>

<ssl state>GA</ssl state>

<ssl txn id>AA4843A-1416AF5F-9A4C-4C10-AA00-
537ADF2B3EOE</ssl_txn_id>

<ssl result>0</ssl result>
<ssl card number>Q0*******xx*x+0000</ssl card number>

<ssl txn time>01/28/2014 05:14:49 PM</ssl_txn time>

<ssl avs_response>zZ</ssl _avs_response>
</txn>

(end)

Credit Card AVS Only (ccavsonly)

The ccavsonly transaction is used to verify the credit card account for AVS data. An AVS code is
returned to indicate if the AVS data passed originally was correct and matched the cardholder
statement billing address.
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Request

Input Field Name Req? | Description

ssl_transaction type Y Credit Card AVS Only (ccavsonly).

ssl_merchant_id Y Converge ID as provided by Elavon.

ssl_user_id Y Converge User ID as configured on Converge, case sensitive.

ssl_pin Y Converge PIN as configured within Converge, case sensitive.

ssl_show_form N Set value to true to show the Converge Payment Form (available
only for process.do), set to false otherwise.

ssl_track data C Required for swiped or contactless transactions.
The raw track I and/or II data from the magnetic strip on the
card. The track data captured from the swipe device cannot be
manipulated and must be passed at the time of the transaction.
This includes the beginning and ending sentinels that are
included in the track data. Raw track data cannot be stored under
any circumstance. Expiration date is included with a track data.
First and last name of the Cardholder is also included with the
Track I data.
Notes:

e If using a Magtek encrypting device, pass the encrypted
track data in the ss1 encrypted trackl data
and/or ssl_encrypted track2 data.

e Ifusing an Ingenico encrypting device, pass the
encrypted track data in the ss1_enc track data.

e  Refer to the Encryption section for more information.

ssl_ksn C Required when sending track data from an encrypting device for
payment cards.
The Key Serial Number generated from the swiped payment card,
this is the value returned by the encrypting device. This value is
used to encrypt the PAN data, using the Derived Unique Key Per
Transaction (DUKPT) method. It is a 10 byte composite field that
is transmitted as 20 alphanumeric character fixed length.

ssl_card_number C Required for hand-keyed transactions.
Credit card number as it appears on the credit card.

ssl_exp date C Required for hand-keyed transactions.
Credit Card Expiry Date as it appears on credit card formatted as
MMYY.

ssl_avs_address Y Customer's address used to process AVS.

ssl_avs_zip Y Customer's ZIP code used to process AVS.
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Response

Output Field Name

Description

ssl result

Outcome of a transaction. A response that contains ss1_result of 0
represents an Approved transaction. A response containing any other value
for ss1 _result represents a Declined transaction preventing it from being
authorized.

ssl result message

Transaction result message. Example: APPROVAL.

ssl txn id

Transaction identification number. This number is a unique number used to
identify the transaction.

ssl txn time

Date and time when the transaction was processed. Format: MM/DD/YYYY
hh:mm:ss PM/AM. Example: 03/18/2010 10:34:10 AM.

ssl approval code

Transaction approval code.

ssl card number

Masked card number for this transaction. Only first 2 / last 4 digits will be
returned for regular PAN or the last four (4) digits from the actual card
number if it is an association token (Example: ApplePay).

ssl avs response

The Address Verification Response Code (refer to the AVS Response Codes
section for a complete list of AVS response codes).

errorCode Error code returned only if an error occurred. Typically, when the transaction
failed validation or the request is incorrect. This will prevent the transaction
from going to authorization. This is a numeric field. Refer to the Error Codes
section for more information.
errorMessage Detailed explanation of the error returned only if an error occurred. This field
may be changed based on merchant configuration in the user interface.
Refer to the Error Codes section for more information.
errorName Error name or reason for the error returned only if an error occurred. Refer to
the Error Codes section for more information.
Examples
Important:

o In all of these examples, you will have to change the data values, such as

my virtualmerchant id,my user id, my pin, and transaction data to match your
Converge account and meet the needs of your website.

e Code samples provided are for demonstration only and should not be used for live
transactions. All sensitive merchant data, including transaction amounts and your
Converge credentials, should be placed in server side code, rather than in hidden value
fields on an HTML form.
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Example 1: process.do (false)

Shown below are the key value pairs from the header by themselves for a credit card AVS Only

transaction:

///’ ssl merchant id=xxxxxx

ssl user 1d=xxXxxxXX

ssl pin=xxXxxxx

ssl show form=false

ssl transaction type=ccavsonly
ssl card number=0000000000000000
ssl exp date=1215

ssl avs zip=99999

ssl avs address=123 Main

\\\\7 ssl result format= ASCII

~

/

The following values are returned for the approved transaction indicating that the Address

matches, but ZIP Code does not match

////7 ssl approval code=CMC020

ssl avs address=123 Main

ssl avs zip=99999

ssl txn id=AA4843A-444ECA99-EB04-4A8D-8339-B2A578F92EF6
ssl result=0

ssl card number=00*****x*x**()000

ssl account balance=0.00

ssl txn time=01/28/2014 05:25:48 PM

ssl result message=APPROVAL

\\\\» ssl avs response=A

\

/

Example 2: process.do(true)

This example demonstrates the initiation of a minimal AVS Only transaction in which Converge

payment form gathers the entire card data.

/

ssl merchant id=my virtualmerchant id
ssl user id=my user id

ssl pin=my pin

ssl transaction type=ccavsonly

ssl show form=true

-

\
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Note: In all of these examples, you will have to change the data values, such as
my virtualmerchant id,my user id, my pin, and the amount of 5.00 to values that
match your Converge account and meet the needs of your websites.

Example 3: processxml.do

The following XML code example demonstrates the initiation of a basic AVS Only transaction. In
the case of XML, no additional information can be collected by Converge when the request is
sent. All required data must be sent in the transaction request to process the transaction:

<txn>

<ssl merchant ID>my virtualmerchant id</ssl merchant ID>
<ssl user id>my user id</ssl user id>

<ssl pin>my pin</ssl pin>

<ssl transaction type>CCAVSONLY</ssl transaction type>
<ssl card number>0000000000000000</ssl card number>
<ssl exp date>1215</ssl exp date>

<ssl first name>John</ssl first name>

<ssl_last name>Doe</ssl_ last name>

<ssl avs_address>123 Main</ssl avs address>

<ssl city>Atlanta</ssl city>

<ssl state>GA</ssl state>

<ssl avs_ zip>99999</ssl avs zip>

<ssl country>USA</ssl country>

</txn>

<txn>

<ssl approval code>CMC720</ssl approval code>
<ssl_last name>Doe</ssl_last name>

<ssl avs_zip>99999</ssl avs_ zip>

<ssl account balance>3.00</ssl _account balance>
<ssl result message>APPROVAL</ssl result message>
<ssl country>USA</ssl country>

<ssl city>Atlanta</ssl city>

<ssl avs_address>123 Main</ssl avs_ address>

<ssl first name>John</ssl first name>

<ssl state>GA</ssl state>

<ssl txn id>AA3456VC-1416AF5F-9A4C-4C10-AA0O-
537ADF2B3EOE</ssl txn_id>

<ssl result>0</ssl result>

<ssl card number>QQ******xx*x+%0000</ssl_card number>
<ssl txn time>01/28/2014 05:33:40 PM</ssl txn time>

<ssl avs response>7Z</ssl avs response>
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Credit Card Verification (ccverify)

The ccverify transaction is used to verify the credit card account for AVS and CVV data. AVS
and CVV codes are returned to indicate if the AVS and CVV data passed originally were correct
and matched the cardholder statement billing address and the CVV value located on the card.

Request

Input Field Name

Req?

Description

ssl transaction type

Credit Card Verification (ccverify).

ssl merchant id

Converge ID as provided by Elavon.

ssl user id

Converge User ID as configured on Converge, case sensitive.

ssl pin

Converge PIN as configured within Converge, case sensitive.

ssl show form

z|l<|=<|=<

Set value to true to show the Converge Payment Form (available
only for process.do), set to false otherwise.

ssl track data

Required for swiped or contactless (MSD) transactions.

The raw track I and/or II data from the magnetic strip on the
card. The track data captured from the swipe device cannot be
manipulated and must be passed at the time of the transaction.
This includes the beginning and ending sentinels that are
included in the track data. Raw track data cannot be stored
under any circumstance. Expiration date is included with a track
data. First and last name of the Cardholder is also included with
the Track I data.

Notes:

e Ifusing a Magtek encrypting device, pass the
encrypted track data in the
ssl_encrypted trackl data and/or
ssl encrypted track2 data.

e Ifusing an Ingenico encrypting device, pass the
encrypted track data in the ss1_enc track data.

e  Refer to the Encryption section for more information.

ssl ksn

Required when sending track data from an encrypting device for
payment cards.

The Key Serial Number generated from the swiped payment
card, this is the value returned by the encrypting device. This
value is used to encrypt the PAN data, using the Derived Unique
Key Per Transaction (DUKPT) method. It is a 10 byte composite
field that is transmitted as 20 alphanumeric character fixed
length.

ssl card number

Required for hand-keyed transactions.

Credit card number as it appears on the credit card.
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Input Field Name

Req? Description

ssl exp date

C Required for hand-keyed transactions.

Credit Card Expiry Date as it appears on credit card formatted as
MMYY.

ssl avs zip

Y Recommended for hand-keyed transactions.

Cardholder ZIP code.

ssl_avs_address Y Recommended for hand-keyed transactions.
Cardholder Address.
ssl_cvvZcve2 Y Recommended for hand-keyed transactions.

The credit card security code is a three-digit or four-digit
number, printed either on the back or the front of the card.

When CVV data is passed, it is compared to the cardholder’s
CVV data that the card issuer has on file, a CVV Response Code
is then returned.

Response

Output Field Name

Description

ssl result

Outcome of a transaction. A response that contains ss1_result of 0
represents an Approved transaction. A response containing any other value
for ss1_result represents a Declined transaction preventing it from being
authorized.

ssl result message

Transaction result message. Example: APPROVAL.

ssl txn id

Transaction identification number. This number is a unique number used to
identify the transaction.

ssl txn time

Date and time when the transaction was processed. Format: MM/DD/YYYY
hh:mm:ss PM/AM. Example: 03/18/2010 10:34:10 AM.

ssl approval code

Transaction approval code.

ssl card number

Masked card number for this transaction. Only first 2 / last 4 digits will be
returned for regular PAN or the last four (4) digits from the actual card
number if it is an association token (Example: ApplePay).

ssl_avs_response

The Address Verification Response Code (refer to the AVS Response Codes
section for a complete list of AVS response codes).

ssl cvvZ response

The Card Verification Response Code (refer to the CVV2/CVC2 Response
Codes section for a complete list of CVV/CVC2 response codes).
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Output Field Name Description

errorCode Error code returned only if an error occurred. Typically, when the transaction
failed validation or the request is incorrect. This will prevent the transaction
from going to authorization. This is a numeric field. Refer to the Error Codes
section for more information.

errorMessage Detailed explanation of the error returned only if an error occurred. This field
may be changed based on merchant configuration in the user interface.
Refer to the Error Codes section for more information.

errorName Error name or reason for the error returned only if an error occurred. Refer to
the Error Codes section for more information.

Example

Important:

¢ In all of these examples, you will have to change the data values, such as
my virtualmerchant id,my user id, my pin, and transaction data to match your
Converge account and meet the needs of your website.

e Code samples provided are for demonstration only and should not be used for live
transactions. All sensitive merchant data, including transaction amounts and your
Converge credentials, should be placed in server side code, rather than in hidden value
fields on an HTML form.

Example 1: process.do (false)

Shown below are the key value pairs from the header by themselves for a verification transaction:

////7 ssl merchant id=xxxxxx ﬂ\\\\

ssl user 1d=xxXxxxX

ssl pin=xxXxxXxx

ssl show form=false

ssl transaction type=ccverify
ssl card number=0000000000000000
ssl exp date=1215

ssl cvv2cvec2=123

ssl avs zip=99999

ssl avs address=123 Main

\\\\‘ ssl result format= ASCII A////
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The following values are returned for the approved transaction indicating that the Address and
CVV value match — but ZIP Code does not match

////7 ssl approval code=CMC020 ﬂ\\\\

ssl avs address=123 Main

ssl avs zip=99999

ssl txn 1id=AA4843A-B73B4A08-FA09-43E1-B858-072923E2E387
ssl result=0

ssl card number=00******x*x*x()(0(00

ssl account balance=0.00

ssl txn time=01/28/2014 05:25:48 PM

ssl result message=APPROVAL

ssl avs response=A

\\\\» ssl cvvZ2 response=M 4////

Example 2: process.do(true)

This example demonstrates the initiation of a minimal verification in which Converge payment
form gathers the entire card data.

ssl merchant id=my virtualmerchant id
ssl user id=my user id

ssl pin=my pin

ssl transaction type=ccverify

ssl show form=true

Note: In all of these examples, you will have to change the data values, such as
my virtualmerchant id,my user id, my pin, and the amount of 5.00 to values
that match your Converge account and meet the needs of your websites.

© Elavon, Incorporated 2016 80



Converge Developer Guide: Transaction Format CON-0002-N

Example 3: processxml.do

The following XML code example demonstrates the initiation of a basic verification. In the case of
XML, no additional information can be collected by Converge when the request is sent. All
required data must be sent in the transaction request to process the transaction:

<txn>

<ssl merchant ID>my virtualmerchant id</ssl merchant ID>
<ssl user id>my user id</ssl user id>

<ssl pin>my pin</ssl _pin>

<ssl transaction type>CCVERIFY</ssl transaction type>
<ssl card number>0000000000000000</ssl card number>
<ssl exp date>1215</ssl exp date>

<ssl first name>John</ssl first name>

<ssl last name>Doe</ssl last name>

<ssl cvv2cvec2>123</ssl cvv2cve2>

<ssl avs_address>123 Main</ssl avs_ address>

<ssl city>Atlanta</ssl city>

<ssl state>GA</ssl state>

<ssl avs_zip>99999</ssl avs_zip>

<ssl country>USA</ssl country>
</txn>

(continued)
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<txn>

<ssl approval code>CMC720</ssl approval code>
<ssl last name>Doe</ssl last name>

<ssl avs_ zip>99999</ssl avs zip>

<ssl account balance>0.00</ssl account balance>
<ssl result message>APPROVAL</ssl result message>
<ssl country>USA</ssl country>

<ssl city>Atlanta</ssl city>

<ssl avs_ address>123 Main</ssl avs address>
<ssl first name>John</ssl first name>

<ssl state>GA</ssl state>

<ssl txn id> AA4843A-750B6205-7F8F-42B4-838A-
79EOBA322D56</ssl_txn_ id>

<ssl result>0</ssl result>
<ssl card number>Q0*******xx*x+0000</ssl card number>
<ssl txn time>01/28/2014 05:36:40 PM</ssl txn time>

<ssl avs_response>z</ssl _avs_ response>

<ssl cvv2 response>M</ssl cvv2 response>

</txn>

(end)

Credit Card Return/Credit (cccredit)

The cccredit transaction is used to issue a return (refund) to a cardholder’s credit card using

full card number.

Request

Input Field Name Req? | Description

ssl_transaction_type \ Credit Card Return/Credit (cccredit).

ssl_merchant_id Y Converge ID as provided by Elavon.

ssl_user_id Y Converge User ID as configured on Converge, case
sensitive.

ssl_pin Y Converge PIN as configured within Converge, case sensitive.

ssl_show_form N Set value to true to show the Converge Payment Form
(available only for process.do), set to false otherwise.
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Input Field Name

Req?

Description

ssl track data

Required for swiped or contactless (MSD) transactions.

The raw track I and/or II data from the magnetic strip on the
card. The track data captured from the swipe device cannot
be manipulated and must be passed at the time of the
transaction. This includes the beginning and ending
sentinels that are included in the track data. Raw track data
cannot be stored under any circumstance. Expiration date is
included with a track data. First and last name of the
Cardholder is also included with the Track I data.

Notes:

e Ifusing a Magtek encrypting device, pass the
encrypted track data in the
ssl encrypted trackl data and/or
ssl encrypted track2 data.

e If using an Ingenico encrypting device, pass the
encrypted track data in the

ssl enc track data.

e  Refer to the Encryption section for more
information.

ssl ksn

Required when sending track data from an encrypting
device for payment cards.

The Key Serial Number generated from the swiped payment
card, this is the value returned by the encrypting device.
This value is used to encrypt the PAN data, using the
Derived Unique Key Per Transaction (DUKPT) method. It is a
10 byte composite field that is transmitted as 20
alphanumeric character fixed length.

ssl card number

Required for hand-keyed transactions.

Credit Card Number as it appears on the credit card.

ssl token

Required for hand-keyed transaction if card number is not
sent.

Use only with a terminal that is setup with Tokenization.

Credit Card Token, previously generated from a card
number. A token can be stored and used as a substitute for
a card number.

ssl exp date

Required for hand-keyed transactions.
Credit Card Expiry Date as it appears on credit card
formatted as MMYY.

Note: Do not send an expiration date with a token that is
stored in Card Manager.
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Input Field Name

Req?

Description

ssl amount

Transaction Amount to be refunded. Positive Number with
2 decimal places. Example: 2.00

For those terminals processing Multi-Currency, be sure to
submit the correct number of decimal places for the
transaction as some currencies have no exponents and
some can have three.

ssl card present

Recommended to be passed on hand-keyed transactions to
indicate if the card was present at the time of the
transaction. Valid values: Y or N. Example: Card present of Y
in hand-keyed retail and service environments.

ssl dynamic dba

Use only with a terminal that is setup with DBA.

DBA Name provided by the merchant with each transaction.
The maximum allowable Length of DBA Name variable
provided by Merchant can be 21, 17 or 12 based on the
length setup for the DBA constant in the field setup.

ssl departure Date

User only with a terminal that is setup with Travel Data.

Date of the departure. Format MM/DD/YYYY. This field will
be sent to the MARMS system to monitor risk associated
with advanced booking. Examples include airlines and travel
or tour agencies. Only used when setup with option for
MARMS.

ssl completion Date

Used only with a terminal that is setup with Travel Data.

Date of the completion of travel. Format MM/DD/YYYY.
Optional. This field is sent to the MARMS system to monitor
risk associated with advanced booking. Examples include
airlines and travel or tour agencies. Only used when setup
with Travel Data option for MARMS.
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Input Field Name

Req? | Description

ssl transaction currency

Use only with a terminal that is setup with Multi-Currency.

Transaction currency alphanumeric code must be included
in the request to indicate the currency in w